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CLOUD SOFTWARE STILL 
RELATIVELY NEW TO 
ORGANIZATIONS 

> Cloud computing in its many itera- 
tions has been taking hold for years, 
but larger businesses have been slower 
than consumers to accept SaaS (soft- 
ware as a service) solutions. A recent 
Gartner survey of 556 organizations 
worldwide shows that 71% of respon- 
dents have been using SaaS solutions 
for less than three years. In the U.S. 
and Europe, there is increased interest 
in replacing on-premise software with 
Web-based software, whereas in other 
regions (and in past years) there has 
been more interest in cloud add-ons to 
existing on-premise software. Gartner 
anticipates the strong SaaS market will 
continue to grow as late adopters add 
more solutions; 77% of respondents say 
they expect to increase SaaS spending. 



SERVER SHIPMENTS 
GOING STRONG BUT 
REVENUES WEAK 

> The latest figures from Gartner 
reveal 3.6% year-over-year growth 
in server shipments worldwide for 
Q3 2012. Revenue remained rela- 
tively weak, however. Despite year- 
over-year shipment growth of 7.4% 
in North America (the greatest per- 
centage of growth among all regions), 
revenues didn't budge much, with 
only a 1.1% increase; still, that small 
increase was more than any other 
region experienced. In terms of rev- 
enues by category for Q3 2012 com- 
pared to Q3 2011, the highest growth 
was in x86 servers (at 4%) and the 
great declines were in RISC /Itanium 
Unix servers (a decrease of 16.4%) 
and mainframes and "other" servers 
(down 17%). 



STARTUP VILLAGES GET 
GIGABIT CONNECTIVITY 

> Areas of high-speed Internet 
service, capable of reaching data 
transfer rates as high as lGbps, are 
starting to crop up around the globe. 
Google brought its Google Fiber 
network to parts of Kansas City 
(the Hanover Heights and Frank 
Rushton neighborhoods in Kansas 
and the West Plaza neighborhoods 
in Missouri), which has transformed 
those areas into magnets for startups 
and bolstered the Kansas City 
Startup Village initiative. Now India 
has become home to the world's 
second location for gigabit Internet 
service, as the Startup Village of 
Kochi laid fiber for this purpose in 
advance of wider gigabit availabil- 
ity in India by mid-2013, if all goes 
as planned. 



REPORT WARNS OF BIG DATA TALENT SHORTAGE 

> Whether or not big data and related analytics possibilities pan out in accordance with the current big data 
hype, there is no denying that interest in big data is strong among Fortune 1000 organizations and U.S. gov- 
ernment agencies. New Vantage Partners recently surveyed C-level executives from a range of organizations 
(including American Express, General Electric, and the U.S. Department of Defense) and found that 85% of 
respondents have already launched big data initiatives. Of those surveyed, 51% have found it "challenging 
to find IT professionals with strong data management skills and familiarity with new technologies that apply 
to big data." The survey findings listed below further indicate the executives' interest in pursuing big data 
capabilities and underscore the current struggle in finding human resources with big data skills. 




Current analytics capabilities 
are less than adequate 
Hiring or plan to hire 
Data Scientists 
Difficult to find and hire 
Data Scientists 

Hiring from outside the orga- 
nization to get big data talent 
Very difficult to find and hire 
business leaders and managers 
with big data knowledge 
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10 TECHNOLOGIES & TRENDS FOR 2013 

>* What technologies and trends will be most important for your business this year? It's no 
surprise that mobile, cloud, and social technologies made Gartner's list. "We have identified 
the top 10 technologies that will be strategic for most organizations, and that IT leaders should 
factor into their strategic planning processes over the next two years," says David Cearley, 
vice president and Gartner fellow. "This does not necessarily mean enterprises should adopt 
and invest in all of the listed technologies; however companies need to be making deliberate 
decisions about how they fit with their expected needs in the near future." 

Gartner defines a "strategic technology" as one with the potential for significant 
impact on an enterprise in the next three years. Here's the complete list: 



1 . Mobile device battles 

2. Mobile applications and HTML 5 

3. Personal cloud 

4. Enterprise app stores 

5. The "Internet of things" 



6. Hybrid IT and cloud computing 

7. Strategic big data 

8. Actionable analytics 

9. In memory computing 

10. Integrated ecosystems 



TECHNOLOGY IN THE 
BOARDROOM 

> A recent McKinsey & Company 
article suggests that corporation 
board members should play a 
more proactive role in familiar- 
izing themselves with technology 
trends. Drawing from surveys con- 
ducted throughout 2011, McKinsey 
asserts that corporate directors' 
perceived boardroom attention to 
IT topics is evenly split between 
those who believe there is "not 
enough" attention (46%) and those 
who think the attention is "about 
right" (also 46%), indicating there 
is room for improvement, and 
that the presence of at least one 
tech-savvy board member affects 
strategy (36% of executives agreed 
that such a presence "significantly 
affected strategic initiatives or 
direction to address technology- 
based threats and opportunities"). 
The overall message is that tech- 
nical expertise is a plus in the 
boardroom and that IT-related dis- 
cussions should be prioritized, an 



opinion that is borne out by the 
company's research. 

OUTSOURCING CONTRACTS, 
TRANSACTIONS CONTINUE 
DECLINE 

>■ The global economy and con- 
servative buyer approaches con- 
tinued to take their toll on global 
outsourcing and offshoring during 
the third quarter of this year. That 
marks the sixth consecutive quarter 
of declines, according to advisory 
and research firm Everest Group. 
During the third quarter, Everest 
Group reports, the number of out- 
sourcing and offshoring transac- 
tions was down 8% and annual 
contract volumes dropped 35% 
compared to the second quarter. "In 
years past, the market saw pent- 
up demand accumulate then propel 
positive third-quarter activity, but 
that didn't happen this year," says 
Eric Simonson, managing partner 
of Research. There were 380 deals 
signed during the quarter, with 35 
major deals (valued at more than 



$50 million in total contract value) 
and three mega-deals (valued at 
more than $1 billion). The public 
sector accounted for the majority 
of transactions, followed by the 
banking, financial services, and in- 
surance and manufacturing, distri- 
bution, and retail sectors. 

CRM, VIRTUALIZATION, 
COLLABORATION DRIVE 
SOFTWARE MARKET 

V The worldwide software market 
grew 4.7% during the first half 
of 2012 to reach $167 billion, ac- 
cording to IDC. The market expe- 
rienced unprecedented growth in 
2010 and 2011, IDC reports, noting 
that 2012 marks the beginning of a 
more conservative growth period. 
Applications software, including col- 
laboration and CRM programs, was 
the fastest growing segment, up 5.1% 
during the first six months of this 
year. Spending on virtual machine 
and cloud system software was up 
17.8%. Western Europe was the only 
region to report a market decline. 
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MOBILE DEVICES TO 
DRIVE IT SPENDING 

> According to research firm IDC, 
global IT spending will pass $2.1 tril- 
lion in 2013, which would represent 
a 5.7% increase over 2012 spending. 
IDC believes the 3rd Platform (IDC's 
term for a combination of mobile com- 
puting, cloud services, and social and 
big data technologies) will continue to 
be a major force, driving about 90% of 
IT market growth. IDC's recommen- 
dation for organizations is to get on 
board. In a press release, Frank Gens, 
senior VP and chief analyst for IDC, 
said, "Companies that are not put- 
ting 80% or more of their competitive 
energy into this new market will be 
trapped in the legacy portion of the 



market, growing even slower than 
global GDP." IDC anticipates organi- 
zations will spend $65 billion on "in- 
dustry-specific solutions, " with heavy 
emphasis on 3rd Platform technologies, 
in 2013, and that the figure will pass 
$100 billion by 2016. According to IDC, 
mainframes and distributed computing 
are "1st Platform" and "2nd Platform" 
technologies, respectively. 

GARTNER IDENTIFIES BYOD 
SECURITY CONSIDERATIONS 

> Citing its own recent survey of or- 
ganizations, in which 70% of respon- 
dents indicated they have or intend 
to implement a BYOD (bring your 
own device) policy, Gartner spelled 
out the major security concerns that 



companies should consider regarding 
BYOD. Among them is the risk of sen- 
sitive data leaving control of the or- 
ganization as employees use mobile 
devices for both personal and work 
purposes; to remedy this, Gartner 
recommends MDM (mobile device 
management) software for policy en- 
forcement as well as other solutions 
to control data traffic. Another con- 
cern involves privacy and perceived 
ownership of the contents of a de- 
vice, which makes certain business- 
oriented security solutions (such 
as remote wipe capabilities) tricky; 
therefore Gartner suggests compa- 
nies work with their legal depart- 
ments to review all solutions and 
their implications. 



OUR LOVE-HATE 
(BUT MOSTLY LOVE) 
RELATIONSHIP WITH 
MOBILE PHONES 

> Without a doubt, cellular 
wireless technology has pro- 
foundly impacted the way we 
work and stay in touch with 
colleagues, family, and friends. 
A recent report from the Pew 
Research Center's Internet & 
American Life Project sheds 
light on the pros and cons as- 
sociated with our mobile phone 
usage. Of those cell phone 
owners surveyed, 65% found 
it "a lot" easier to stay in touch 
with people they cared about, 
28% found it "a lot" easier to 
plan and schedule daily rou- 
tines, and only 9% reported it 
is "a lot" harder to disconnect 
from work life. However, 24% 
don't like how their phones 
make them constantly reach- 
able. Here are some other sa- 
lient findings. 



Harder To Focus On Single Task 
Without Being Distracted 



A Lot 



Some - 



Only A Little 




Easier To Be Productive While 
Waiting Or Otherwise Idle 
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STARTUPS 



■ NTT 

docomo 



NTT DOCOMO BACKS 
JAPANESE INNOVATION 

>* Look for more technological innovations from 
Japan now that NTT Docomo, the nation's largest 
wireless carrier, has announced it will invest 
$125 million in startups and venture compa- 
nies through the new Docomo Innovation Fund 
and Docomo Innovation Village incubation pro- 
gram. NTT Docomo 
will invest in numer- 
ous areas, including 
media, content, finance, 
commerce, healthcare, 
and security technologies, by March. In the same 
time frame, NTT Docomo will also establish a sepa- 
rate company to manage the fund. 

NEW STUDY RANKS 

THE GLOBAL STARTUP ECOSYSTEMS 

>* The Startup Genome and Telefonica Digital re- 
cently released "The Startup Ecosystem Report 2012," 
which provides information based on research into 
more than 50,000 startups worldwide. Among its 
many findings, the report indicates that while 
Santiago is a model policy maker-based startup eco- 
system, London and New York are mature ecosys- 
tems that have a "funding gap." Silicon Valley still 
reigns as the most successful startup ecosystem; in the 
following top 20 list, cities were ranked using Silicon 
Valley as a baseline for success. 



1. Silicon Valley 

2. Tel Aviv 

3. Los Angeles 

4. Seattle 

5. New York City 

6. Boston 

7. London 

8. Toronto 

9. Vancouver 

10. Chicago 



11. Paris 

12. Sydney 

13. Sao Paulo 

14. Moscow 

15. Berlin 

16. Waterloo (Canada) 

17. Singapore 

18. Melbourne 

19. Bangalore 

20. Santiago 



doubledutch 



MOBILE CRM COMPANY RECEIVES 
$4M IN NEW FUNDING 

> San Francisco-based DoubleDutch has sought to redefine CRM 
for the current generation of mobile-minded, increasingly unte- 
thered workers. The startup's trio of mobile products includes 
Pride, a team collaboration solution that aims to reduce operational 
redundancies, keep a current and transparent record of customer 
relationship activities, and generally keep everyone on the same 
page; Hive, which connects with companies' existing CRM solu- 
tions to ensure all information, mobile and otherwise, stays up-to- 
date; and Flock, an app that helps manage customer relationships 
surrounding specific events. DoubleDutch recently raised $4 mil- 
lion in Series B funding in a round led by Floodgate Fund and with 
participation from Bullpen Capital and Lightbank; this comes a 
few months after the startup raised $2 million in Series A funding. 
According to its blog, DoubleDutch will use the new funding to 
"expand internationally and to continue deconstructing CRM soft- 
ware into a suite of mobile-first enterprise products." 





STARTUP PHL FOCUSES ON 
PHILLY-AREA TECH STARTUPS 

>• Tech startups in Philadelphia are about to get a boost from 
Startup PHL, a joint effort involving the City of Philadelphia 
Department of Commerce and the PIDC (Philadelphia In- 
dustrial Development Corp.). Using both private and public 
funding, the non-profit PIDC has pumped $10 billion into 
city businesses since its inception in 1958. According to 
Startup PHL, its goals are to "fund the best plans" and to "in- 
crease the availability of seed-stage capital by creating a 
public/private venture fund dedicated to making investments 
in Philadelphia-based startups." 
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CLOUD COMPUTING 

Combine Platforms For Improved Flexibility & Scalability 



Virtualization and cloud com- 
puting are two of the most popular and 
exciting new technologies to emerge in 
the last few years. Companies are using 
these approaches to help cut down on 



internal resources, help applications 
and software run more efficiently, 
and perhaps, most importantly, help 
save money. With this large migra- 
tion toward cloud computing, many 



companies are trying to find additional 
ways to expand their capacity without 
blowing out their budgets, and that's 
where hybrid cloud computing comes 
into play. 



Key 
Points 



A hybrid cloud service is one 
that comprises a combina- 
tion of private, public, and/ 
or community cloud services 
from multiple providers. 



In order for the solution 
to be truly hybrid, you 
must be able to share or 
push information from 
one cloud to another. 



One chief benefit of joining 
an existing private cloud with 
an external cloud is that com- 
panies gain scalability without 
infrastructure overhaul. 



When considering hybrid 
cloud computing, vendor 
lock-in can be a negative 
and should therefore be 
weighed carefully. 
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Hybrid cloud computing gives companies control 
over multiple cloud instances with the power 
to move data and applications back and forth 
almost instantaneously. 



Hybrid cloud computing gives 
companies control over multiple 
cloud instances with the power to 
move data and applications back 
and forth almost instantaneously. 
But a lot more goes into hybrid 
cloud computing than simply set- 
ting up two clouds and going to 
work. We'll give you a better under- 
standing of how it works, point out 
some of the key features and ben- 
efits, and help you decide whether 
or not hybrid cloud computing is a 
fit for your company. 

WHAT IS HYBRID CLOUD 
COMPUTING? 

Most companies are aware of 
public and private clouds. These 
are large-scale platforms built to 
hold data from multiple sources 
and in some cases share that data. 
Public clouds are openly available, 
and there are quite a few vendors 
that provide these services. Private 
clouds are designed specifically for 
use within a company and are not 
available to outside users unless 
access rights are granted to do so. 
Hybrid cloud computing is simply 
a combination of two or more 
cloud platforms that can be used 
together for different purposes. 

"A hybrid cloud service is a ser- 
vice that is composed of some com- 
bination of private, public and/ 
or community cloud services from 
multiple providers/' says Thomas 
Bittman, vice president and distin- 
guished analyst at Gartner ( www 
.gartner.com ). "The purpose of com- 
bining services like this would be for 
capacity (using another provider's 



service for additional capacity) or 
capability (customized value-add 
services in front of a public cloud 
service)." 

The most important thing to un- 
derstand is that having access to 
two different cloud platforms, re- 
gardless of whether they are public 
or private, does not immediately 
give you a hybrid solution. For 
many companies, hybrid cloud 
computing combines the internal 
resources of a private cloud plat- 
form with the scaling capabilities of 
a third-party solution. In order for 
the solution to be truly hybrid, you 
must be able to share or push infor- 
mation from one cloud to another. 

HOW DOES IT WORK? 

Let's say you already have a pri- 
vate cloud established for internal 
use, but you foresee a time when 
you might outgrow your current 
capacity and want the ability to 
scale out if necessary. Depending 
on the infrastructure of your cloud 
platform and whether or not it's 
compatible with third-party solu- 
tions, you can work with a vendor 
to establish an external cloud for 
additional capacity. 

From there, you should automat- 
ically be able to add capacity as 
you need it to the external cloud 
and push data that doesn't neces- 
sarily need to be stored on internal 
servers to the secondary cloud. In 
some cases, you can even buy and 
sell excess capacity through a clear- 
inghouse. 

According to John Sloan, lead 
research analyst with Info-Tech 



TERMS TO KNOW 

As you start digging deeper into 
hybrid cloud computing, there are 
a few new terms you will come 
into contact with. Below are some 
common terms and definitions to 
help you get a better grasp on the 
technology 

Intercloud - A perceived 
future involves the Intercloud, a 
conglomeration of clouds, much 
like the Internet is a group of 
networks combined to make a 
seemingly single entity 

overdrafting - A situation where 
an application uses all of its 
available computing resources, 
becomes overwhelmed, and 
shows signs of slowing down or 
complete failure. 

cloudbursting - The ability for 
data or applications to push out 
into a public cloud during times 
of overcapacity They can then 
use public cloud resources to 
continue functioning as normal. 
This is not heavily used and the 
concept is controversial. 

load balancing - This is used to 
spread workloads more evenly 
over computing resources. The 
idea is to help improve the 
performance and efficiency of 
applications. 

elastic scaling - The ability for 
a storage solution to expand or 
contract in capacity depending 
on computing needs at the time. 
This is a major benefit of most 
hybrid cloud environments and 
helps counteract overdrafting 
and other issues. 



Research Group ( www.infotech.com ), 
hybrid cloud computing consists 
of "an internal cloud" and an "ex- 
ternal resource" that are "federated 
together." Rather than being two 
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separate entities with little or no 
interoperability, the two platforms 
are literally connected to one an- 
other and can be used almost as a 
larger whole. But aside from being 
able to scale out your cloud to in- 
crease capacity almost instantly, 
there are many other benefits to 
hybrid cloud computing that com- 
panies should be aware of. 

WHAT ARE THE 
MAJOR BENEFITS? 

When it comes to new tech- 
nology, one of the first things com- 
panies are concerned about is cost. 
Luckily, with cloud computing, 
most companies already have an es- 
tablished private cloud, so bringing 
in an external cloud doesn't force a 
company to spend any additional 
money on beefing up internal infra- 
structure. Instead, most third-party 
services are "pay per use, so you 
can use them as little as you want 
and for a short time as [needed, 
and] then stop paying for them/' 
says James Staten, vice president 
and principal analyst at Forrester 
Research ( www.forrester.com ). But, of 
course, if you're a company with 
fluctuating capacity needs, you can 
always set up a long-term plan with 
your third-party vendor and still 
be able to only pay for the capacity 
you use. 

Sloan also points out that with 
the recent trend of virtualization 
and consolidation within data cen- 
ters, hybrid cloud computing can 
also aid in freeing up internal re- 
sources. "Say we have these work- 
loads that are our bronze level of 
service," he says. "They're im- 
portant but they're not critical, 
so we'll move them to the public 
cloud. Then, this other stuff that 
may be highly critical, high-value, 
and maybe we don't trust it out- 
side of our firewall — we'll keep it 
under our internal infrastructure." 

You can cut down on internal 
storage because you can move all of 
your non-essential data onto your 






"Cloud computing is about low barrier to 
entry, ability to experiment, ability to turn 
on quickly, scale up quickly, but also turn 
off quickly While cost is a factor, especially 
for more commodity services, it's agility 
and speed that are the bigger, longer-term 
benefits of cloud computing." 

Thomas Bittman 

vice president and distinguished analyst, Gartner 

"Looking into the future, a lot of organiza- 
tions are saying, 'yeah, we'll make use of 
external cloud, but we also see a continued 
role for internal infrastructure'. When you 
look at that as the future, then the hybrid 
approaches start to make a lot of sense, be- 
cause it gives you the ability to have [this] 
internal and that external but then be able 
to manage them together." 

John Sloan 

lead research analyst, Info-Tech Research Group 

"All companies should be examining how 
they can best take advantage of cloud com- 
puting. Their first place to start is probably 
test and development of new applications, 
websites, mobile apps, and anything with 
either transient or elastic resource needs." 

James Staten 

vice president and principal analyst, Forrester Research 



external cloud and only store the 
most important data onsite. But be- 
cause the two clouds are connected, 
you can always retrieve that data at 
any point and bring it back under 
your control. 

IS HYBRID CLOUD A FIT 
FOR YOUR COMPANY? 

The important thing to re- 
member about hybrid cloud com- 
puting is that even though it holds 



many benefits for enterprises, it 
isn't necessarily a fit for businesses 
of all sizes. "Hybrid adds a com- 
plexity that should be reserved for 
larger enterprises," says Bittman. 
"Smaller or midmarket enterprises 
may be virtualizing, and may build 
private, on-premises clouds, but 
it will likely be better for them to 
maintain on-premises private, mi- 
grate completely to off-premises 
private, or migrate completely to 
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ENTERPRISES MOVE TO THE HYBRID CLOUD 

According to a 2011 report from Ipanema Technologies ( www.ipanematech.com ) , a 
majority of the 150 ClOs and IT directors surveyed claimed they planned to use 
a hybrid cloud environment for their organizations by the end of 2015. It would 
seem that Gartner ( www.gartner.com ) agrees, as the research firm recently in- 
cluded "hybrid IT and cloud computing" among its top 10 strategic trends for 2013. 
This chart shows some details from the Ipanema study: 



Plan to use 
cloud-only approach 



Plan to use 



on-premises approach 




Plan to adopt hybrid 
cloud environment 



SECURITY CONCERNS 

There are many benefits to 
hybrid cloud computing, but 
there is also a potential secu- 
rity vulnerability that will require 
preventative measures. 'All of the 
cautions about using the public 
cloud are still in force [with hybrid 
cloud computing]," says John 
Sloan, lead research analyst at 
Info-Tech Research Group. Let's 
say you're going to do some 
cloud bursting. You now have 
virtual servers on-premises and 
virtual servers in the cloud that 
are accessing that critical data. 
You've now created a gateway 
back to your critical data. All the 
due diligence around if this data 
shouldn't be externally accessed 
are still important considerations." 



off-premises public rather than 
maintain a hybrid service/' 

Of those companies for which hy- 
brid cloud computing could be a ben- 
efit, Bittman says 75% of them are 
already "building private cloud ser- 
vices/ 7 and he expects a majority of 
them to "become hybrid over time." 
Staten agrees that many of these 
cloud instances will "ultimately be 
private," but also adds that many 
companies are already taking advan- 
tage of hybrid solutions and that it 
"isn't all that different from what we 
have today." 

And for Sloan, it's a simple 
matter of business agility and the 
needs of individual companies. "A 
hybrid model has a lot of value for 
them because it gives them that ad- 
ditional capacity on-demand that 



can make their infrastructure more 
agile," he says. "An increasingly 
agile infrastructure is great if you're 
an increasingly agile company." 

WHEN IS IT TIME 
TO JUMP ONBOARD? 

If you think your company is 
a fit for hybrid cloud computing, 
there remains the question of when 
you should seriously start thinking 
about deploying it. Sloan warns 
that in the current hybrid cloud 
computing landscape, specifically 
with third-party providers, there 
is the potential for vendor lock- 
in that could limit your options in 
the future. He hopes for a near fu- 
ture where there are set interoper- 
able standards; he says companies 
should consider waiting until they 



can "just focus on those basic met- 
rics of cost of capacity and manage- 
ment of risks," instead of whether or 
not they are going to get stuck with 
one vendor and not be able to easily 
move from one to another. But that 
doesn't mean companies shouldn't 
start researching and building to- 
ward that future. 

In fact, Bittman recommends 
that organizations currently en- 
trenched in the private cloud 
trend should continue to pursue it 
with "long-term interoperability 
in mind and hybrid cloud as a fu- 
ture direction." As hybrid cloud 
computing continues to evolve, so 
will the feature sets and flexibility 
of services. If you can start by 
building and optimizing your own 
private cloud with the function- 
ality you need, you should be able 
to bring in a third-party vendor as 
a partner, negotiate specific terms, 
and move into the hybrid space 
when you're ready. As with any 
technology, you need to prepare 
ahead of time in order to take full 
advantage of it in the future. 



If you think your company is a fit for hybrid cloud 
computing, there remains the question of when you 
should seriously start thinking about deploying it. 
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Business Process 
Management 

LetCIOs Unlock The Potential 



IT departments in the not-so-distant 
past mainly introduced technologies 
that were supposed to boost produc- 
tivity, save costs, or improve overall 
efficiency. However, the specific busi- 
ness needs of an enterprise were not 
given as much importance. Now, en- 
terprises are increasingly realizing 
that the business needs of an organi- 
zation should exclusively determine 
which IT technologies that they need 
to adopt. 

With the use of BPM (business 
process management) software, en- 
terprises are increasingly taking the 



business-first approach one step fur- 
ther. Enterprises do this by using the 
software not only to make their pro- 
cesses more efficient, but ultimately 
to unlock their latent potential by 
transforming how they do business. 

"A new-era BPM is about iden- 
tifying and codifying tasks, iden- 
tifying where there is a mismatch 
between outputs and inputs be- 
tween tasks, and enabling these 
mismatches to be easily plugged 
through/' says Clive Longbottom, 
founder of and analyst for Quocirca 
( www.quocirca.com ). "BPM is also 



about making sure that such ephem- 
eral and dynamic process flows are 
fully audited and managed across 
complete value chains — not just 
within the organization." 

A successful deployment of BPM 
requires a close collaboration be- 
tween the CEO, other business heads, 
and the CIO, who represents the IT 
department that must install and 
maintain BPM applications. Here are 
some things to keep in mind to make 
sure a CIO of a large organization can 
implement BPM in ways that take full 
advantage of its potential. 



Key 
Points 



The CEO and other senior 
executives must collaborate 
and work very closely with 
the CIO in order to suc- 
cessfully deploy BPM. 



ClOs need to understand 
how business processes 
can benefit from BPM in- 
stead of just learning how 
the technology works. 



|» Enterprises must allow ClOs 
::: to realize BPM's full poten- 
::: tial and not limit its use to 

saving costs or improving 

process efficiencies. 



Enterprises should 
adopt BPM gradually in 
incremental stages until 
it is used throughout the 
organization. 
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"A BPM approach puts the business com- 
pletely in charge of what's happening, and 
puts IT where it should be as a facilita- 
tor to the business, rather than as a con- 
straint/ 7 

Clive Longbottom 

founder and analyst, Quocirca 

'The CEO and CFO might say that the 
organization needs to be more focused on 
their business processes and so they take 
on a BPM project to identify their core pro- 
cesses and to understand how well they 
operate and then communicate that to IT." 

Maureen Fleming 

analyst and program vice president, BPM and middleware, IDC 




"Most IT organizations are very passive 
about BPM and are waiting to see what the 
business brings to them. There are excep- 
tions, when very business-oriented CIOs 
work in close partnership with business 
executives who are looking to change the 
business models or how they serve cus- 
tomers in a profound way." 

Connie Moore 

vice president and principal analyst, Forrester Research 



NEW ROLES 

Understandably, most enterprises 
want to continuously improve or 
transform their business processes. 
But in many cases, that is not the 
main goal of the IT department. A 
CIO might introduce a new applica- 
tion or technology to the enterprise 
to save costs or boost productivity 
without thinking much about how 
it might help the enterprise fulfill 
specific business needs or goals. But 
BPM requires a new mindset that the 
CIO must adopt; he or she must un- 
derstand the business's goals, needs, 
and processes before even thinking 
about technology. 

"A BPM approach puts the busi- 
ness completely in charge of what's 
happening, and puts IT where it 
should be as a facilitator to the busi- 
ness, rather than as a constraint/' 
Longbottom says. 

Given BPM's business focus, 
many CIOs are also unaware of 
how the software can bring value 
to an organization. "Most IT orga- 
nizations are very passive about 
BPM and are waiting to see what 
the business brings to them," says 
Connie Moore, vice president and 
principal analyst for Forrester 
Research ( www.forrester.com ). "There 
are exceptions, when very business- 
oriented CIOs work in close part- 
nership with business executives 
who are looking to change the busi- 
ness models or how they serve cus- 
tomers in a profound way. But that 
is a very small sliver of IT [organi- 
zations]." 

However, IT departments are 
not entirely to blame. "I am not just 
bashing IT," Moore adds, "because 
there is often a lack of interest on the 
business side in BPM [outside of IT]." 

Most large organizations have 
"process excellence groups" or ef- 
ficiency experts. The top executives 
of these groups report to the CFO or 
CEO. However, they lack the back- 
ground in technology to manage a 
BPM rollout or to help the CIOs of 



today's large organizations get a 
better grip on their companies' op- 
erations with BPM. "These people, 
generally speaking, have no soft- 
ware background and are almost 
allergic to software," Moore says. 
"These groups need to merge with 
IT, but in the majority of the time, 
they don't even interact with the IT 
department. But until these status 
quos change, businesses will not see 
significant changes and improve- 
ments by using BPM." 

The CEO or CFO can work directly 
with the CIO and IT department to 



implement BPM. Maureen Fleming, 
an analyst and program vice presi- 
dent, BPM and middleware, for IDC 
( www.idc.com ), says, "The CEO and 
CFO might say that the organization 
needs to be more focused on their 
business processes and so they take 
on a BPM project to identify their 
core processes and to understand 
how well they operate and then com- 
municate that to IT." 

GETTING RADICAL 

Many enterprises adopt BPM and 
get very positive results, but stop 
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short of allowing CIOs to take full 
advantage of what it can offer. An 
organization might use the software 
to save costs or to boost the overall 
efficiency of operations, but without 
further integrating it across the 
organization in a way that might 
otherwise transform the enterprise. 
When adopting BPM, CIOs need 
to realize that BPM can be used to 
transform or even reinvent how an 
organization operates. 

"BPM normally gets rolled out 
as a project and is not all-encom- 
passing, nor does it involve the 
entire company. Most likely, a 
business executive who runs some 
part of the organization wants to 
change how they are doing things 
and then turns to IT," Moore says. 
"They typically see a lot of costs 
they can take out, and inefficien- 
cies, and they go to IT and get sup- 
port for this project." 

But using BPM just to save costs 
or to boost department efficiencies 
is a way that enterprises typically 
short-change themselves by not 
taking advantage of the IT depart- 
ment's ability to transform an enter- 
prise's business processes by using 
BPM, Moore says. "The biggest 
problem is in untapped potential — 
they implement BPM, they get less 
than 30% in productivity gains, and 
that is all they shoot for," Moore 
says. "It is like the difference be- 
tween a candle burning in the night 
and a huge light source." 

Using BPM to its fullest poten- 
tial involves letting the CIO change 
processes in a customer-centric way, 
Moore says. "BPM should change 
your company from a competitive 
perspective. Otherwise, you might be 



saving a million dollars in efficiency, 
but you are not becoming the next 
Amazon or are not shaking up the 
industry." 

The CIO should thus put the tools 
in place so that BPM does not change 
just one department, Moore adds. 
"You are looking at changing ev- 
erything," Moore says. "This is the 
highest impact way. It shifts from 
being about cost-reduction to being 
about customer experience and en- 
gagement, greater value, innovation, 
and more things that senior execu- 
tives want to get done." 

An example of when CIOs are able 
to use BPM to realize an enterprise's 
strategic goals is when a company is 
able to use BPM to offer customers 
access to any service that it offers 
from any of its brands, according to 
Fleming. "BPM can help a company 
figure out how to create a unifying 
set of processes that allow customers 
to . . . identify and purchase services 
from all of an organization's brands 
at once," Fleming says. "It goes all 
the way from order to fulfillment of 
delivery, across all of the brands. So 
you have people all over the world, 
with different product lines, all 
working as a team to figure out how 
to make a process work as if it is all 
the same thing." 

Indeed, BPM should generate a 
major revamp of the entire organiza- 
tion's operations, from the databases 
to the company's website. "BPM is 
radical," Fleming says. "It should 
thus radically change how the com- 
pany operates." 

THE ROLLOUT 

Before the rollout, it is critical to 
use collaborative discovery tools, 



which analyze the efficiencies of 
different business processes. "Once 
you finish your discovery, organi- 
zations understand how a process 
operates and they understand how 
it can be improved," Fleming says. 
"You then move into the phase 
where you are making a business 
case about how your business can 
change because you are changing 
how your process operates." 

The CIO should also not be 
tasked with transforming an organi- 
zation's entire operations with BPM 
immediately, even though applying 
BPM across the entire organization 
should be the eventual goal. "When 
companies are starting to revamp 
their entire process structure, they 
should start with something that 
is important but also smaller and 
simpler. So you can come up with 
a large roadmap and then identify 
the points where you want to start." 
Fleming says. 

The idea is to constantly innovate 
with BPM but in short increments. 
"There should be much more in- 
teraction between the CIO and IT 
and business groups [as the project 
progresses] so that you can accept 
the technology change or determine 
it is not right and then go back with 
each phase," Fleming says. "This 
way, there are no bad surprises, so 
there is no waiting for two years for 
something and then learning that it 
is not what you wanted at all." 

There is an obvious learning 
curve involved for most of the 
organization — from planning 
through implementation. "So 
doing it in an incremental way al- 
lows you to gain the confidence 
that you have a team in place that 
is skilled at using the technology 
and learning how to design the 
processes," Fleming says. "[The en- 
terprise] also has access to the pro- 
fessional services that have been 
working with you on the designs 
so that you are skilling yourself as 
you get to increasingly more chal- 
lenging and difficult processes." 



» BPM Licensing & Maintenance Service Sales Worldwide 

2010 $2.6 

2011 ^^^^^^^^^^^^^^^^^^^Hss.o 

2012 ^^^^^^^^^^^^^^^^^^^^H $3.3 
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Redefine Power In 
The Data Center 

Advice For Creating A More Energy-Efficient Operation 



Over the years, data centers have 
garnered considerable attention for 
being huge consumers and wasters 
of energy. Numerous studies, for 
example, have detailed the massive 
amounts of power that data centers 
consume to operate servers full-time 
that run at only roughly 10% uti- 
lization. Following a particularly 
scathing indictment of the industry 
in September from a well-known na- 
tional publication, however, many data 
center experts fired back with claims 
the industry has made great strides. 



FAIR CRITICISM? 

Compared to five years ago, various 
experts say, the data center industry 
has undeniably made progress in terms 
of adopting more energy-efficient de- 
signs, solutions, and other approaches to 
combat power waste. Rhonda Ascierto, 
senior analyst with 451 Research ( 451 re 
search.com ), hails some improvements 
as "dramatic." Work remains, she says, 
but "the industry is on a path for even 
further efficiency gains. " 

While the segment of data centers not 
focused on energy efficiency does attract 



negative attention, says Jenna Maertz, 
research analyst with Info-Tech Research 
Group ( www.infotech.com ), as an industry 
numerous improvements have enabled 
data centers to lower energy usage — 
"but it's up to the individual organiza- 
tion to take advantage of them." 

Daniel Skutelsky, co-founder of 
the Green Data Center Alliance ( www 
.greendca.org ) agrees; he says organiza- 
tions that have "decided reducing power 
consumption is important" have made 
notable progress, and adds that more 
power-reduction solutions exist. Most 



Key 
Points 



As a whole, the data 
center industry has made 
significant improvements 
in recent years in terms 
of power consumption 
and waste. 



Virtualizing servers; replacing 
inefficient, aging equipment- 
optimizing cooling; and taking 
advantage of cloud providers' in- 
frastructure are among ways SMBs 
can become more energy-efficient. 



In general, a 20% reduc- 
\ tion in power consump- 
tion in a small data 
center can potentially 
save an SMB roughly 
$260,000 annually. 



When seeking ways 
::: to become greener, 
::: identify areas of waste, 

excess, and redundancy 
■•■ in servers, backup 
::: power, HVAC, etc. 
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"When IT and facilities teams collaborate on 
data center energy-efficiency projects — and 
for ongoing datacenter operations — greater 
efficiencies are generally achieved/ 7 

Rhonda Ascierto 

senior analyst, 451 Research 



"Create a policy that all new application 
implementations will be virtualized and 
any existing apps being migrated off of 
end-of-life hardware will be virtualized 
unless there's a very good case that the ap- 
plication isn't a good candidate." 

Jenna Maertz 

research analyst, Info-Tech Research Group 




"The difference between a server mod- 
erately configured with memory, CPU 
speed, hard drives, etc., and a server 
stuffed with everything it can hold could 
be the difference of 50%. So, if you don't 
need it, don't buy it." 

Daniel Skutelsky 

co-founder, Green Data Center Alliance 




companies, however, "still don't make 
power consumption a major factor in 
their decisions/' he says. 

In fairness, Skutelsky says, the pri- 
mary data center mantra for years was 
"everything must always be run con- 
tinuously." Thus, change was tightly 
controlled, only well-established tech- 
nologies and practices were adopted, 
and the industry evolved into "a very 
risk-averse group." He adds, "Now, 
suddenly you want this community to 
adopt new practices and try new tech- 
nologies. While the solutions may exist, 
change will only be adopted slowly and 
only when it's been tried at hundreds of 
other companies." 

LOOK HOW FAR WE'VE COME 

Anu Elizabeth Cherian, senior in- 
dustry analyst with Frost & Sullivan 
( www.frost.com ), says from a power and 
cooling perspective, data centers have 
come far. Managers now evaluate and 
implement natural cooling methods and 
use more efficient backup power and 
alternative energy storage technologies. 

Although most publicized advances 
have occurred in large enterprises, 
Maertz says, small companies are doing 
their part. A decade ago, a typical com- 
mercial cooling unit deployed in data 
centers had a maximum capacity to 
cool 7 watts per square foot, she says. 
Today's most basic cooling units cool 
around 50 watts per sqare foot, and 
high-end precision (and balanced) solu- 
tions can reach 250 watts per sqare foot, 
she says. "We're not talking about your 
father's data centers here." 

Ascierto says a 2007 survey of Up- 
time Institute Network ( www.uptimeinsti 
tute.com ) members (mainly large enter- 
prise data center owners and operators) 
indicated the average enterprise data 
center had a PUE (power usage effec- 
tiveness; a widely used metric that de- 
termines energy efficiency of data center 
infrastructure) rating of 2.5; in other 
words, for every 2.5 watts entering the 
building, 1 watt went to the computing 
load. In 2012, a survey of 1,100 enter- 
prise data center end users indicated 
an average global PUE of between 1.8 



and 1.89, "a significant improvement," 
Ascierto says. 

Skutelsky characterizes some orga- 
nizations' progress as "phenomenal," 
citing facilities charting PUEs of 1.2 
or less. Overall, though, "the average 
hasn't changed that much," he says. 
"A good analogy is that at home if you 
want to cool a carton of milk, you put 
it in the fridge. Unfortunately, with 
most data centers, you put the carton 
on the kitchen table and cool your entire 
kitchen — not very efficient." 

THE GOOD & THE BAD 

Particular inroads have occurred in 
cooling, cloud computing, visualiza- 
tion, and alternative energy storage 
technologies. The recession is another 
factor, as is the fact that more organi- 



zations have been making consump- 
tion numbers public. Maertz says the 
"trend for transparency is arising in the 
face of increasingly bad PR for high en- 
ergy usage." Additionally, Energy Star- 
like programs are working to promote 
greater power efficiency via guidelines 
and green-practice advice, she says. 

An area still needing improve- 
ment is regulations. While Europe has 
implemented increasingly stringent 
legislation, Maertz says, the U.S. lags 
behind, and those regulations present 
are "fraught with compromises by dif- 
ferent agents with different agendas." 
Skutelsky says while North American 
regulations that mandate reductions are 
lacking, many local utility organizations 
do offer incentive programs to offset the 
cost of energy-efficiency measures. 
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From a power and cooling perspective, 
data centers have come far. Managers 
now evaluate and implement natural 
cooling methods and use more efficient 
backup power and alternative energy 
storage technologies. 

Anu Elizabeth Cherian 

senior industry analyst, Frost & Sullivan 



WHAT YOU CAN DO 

To start, Cherian advises identifying 
areas of waste, excess, and redundancy 
(servers, backup power, HVAC, etc.). 
Numerous OEM options are then avail- 
able for implementing an energy-effi- 
cient plan based on capital available, 
Cherian says. Other considerations: 

Replace equipment. Maertz says it's 
tempting to keep existing equipment to 
avoid new purchases, but SMBs could 
actually spend more on OPEX. " Aging 
equipment sucks up energy in a way 
that newer, more efficient energy equip- 
ment doesn't/ 7 she says. 

Virtualize. Info-Tech customers, 
Maertz says, report that virtualizing 
servers has had the greatest positive 
impact on improving efficiency. "Create 
a policy that all new application im- 
plementations will be virtualized and 
any existing apps being migrated off of 
end-of-life hardware will be virtualized 
unless there's a very good case that the 
application isn't a good candidate/' she 
says. Skutelsky says while most organi- 
zations virtualize for reasons other than 
saving power, "the result is the same. If 
you run 10 virtual machines in place 
of one physical server, your efficiency 
increases tremendously." 

Use the cloud. Particularly for small 
companies, the cloud enables cleaning 
up a data center, Maertz says. Rather 
than host servers that run 24/7 but are 
used a few hours daily, the cloud en- 
ables using servers supporting many 
companies simultaneously, meaning 
they're fully utilized, consistently busy, 
and generate significantly less waste. 
Large providers, Skutelsky says, spend 
millions to reduce power usage, hire 
specialized talent, obtain customized 
servers, buy UPS battery backup sys- 
tems with eco-modes, etc. "So, if you 
don't have millions to spend, procure 
the service from someone that does." 

Cool more efficiently. To improve ef- 
ficiency, direct cool air at the IT equip- 
ment most needing it, don't allow hot 
and cold air to mix, halt air leakage, 
and properly maintain cooling units. 
Also consider hot-aisle /cold-aisle ar- 
rangements and ensure adjacent cooling 



units aren't competing in terms of hu- 
midifying and dehumidifying. Also, al- 
though most data centers have a target 
temperature of around 68 degrees 
Fahrenheit, Skutelsky says, ASHRAE 
guidelines indicate almost all modern 
equipment can run closer to 80 degrees. 

Use provisioning. "The difference be- 
tween a server moderately configured 
with memory, CPU speed, hard drives, 
etc., and a server stuffed with every- 
thing it can hold could be the differ- 
ence of 50%," Skutelsky says. "So, if you 
don't need it, don't buy it." 

Check power supply efficiency. When 
selecting power supplies, Ascierto says, 
ensure high efficiency at a range of 
loading levels, not just when running 
at full capacity. Often, she says, power 
supplies run at less than 50% of rated 
capacity, so it's important they're effi- 
cient at low loads, too. 

Employ DCIM. Data center infra- 
structure management software, says 
Ascierto, offers "intelligence on data 
center energy consumption and effi- 
ciency." This helps data center operators 
make necessary changes and in some 
cases use control functions for efficiency. 

Unite forces. Ascierto says, "When 
IT and facilities teams collaborate on 
data center energy-efficiency projects — 
and for ongoing data center opera- 
tions — greater efficiencies are generally 
achieved." 

WHAT YOU'LL GAIN 

Any organization can probably re- 
duce its power consumption around 
20% without huge effort, Skutelsky 
says. With some investment and time, 
30% to 50% reductions are achievable, 



he says. "If you're a small organization 
spending a couple thousand on power 
. . . there's no excuse for not doing 
the simple stuff," he says. Ascierto, 
meanwhile, says although power sav- 
ings vary, 20% reductions at a small 
(1.5-megawatt) data center could poten- 
tially save $260,000 annually. 

(( X 
» A Checklist 

For companies interested in 
reducing CAPEX and OPEX re- 
lated to power consumption, the 
Green Data Center Alliance 
( www.greendca.org ) has a "Data 
Center Energy Efficiency Frame- 
work" document available free 
that contains 30-plus techniques 
organized by cost and impact. In- 
fo-Tech Research Group's Jenna 
Maertz, meanwhile, advises the 
following basics: 

V Use alternative power sources 
where applicable 

V Use free and precision cooling 
sources 

V Outsource when able 

V Increase the temperature in 
the data center 

V Use monitoring tools 

V Conduct capacity planning 
and forecasting 

V Use hot-aisle/cold-aisle solu- 
tions 

V Replace aging equipment 
> Virtualize servers 
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Software Asset 
Management 

Why It's Worth The Investment 



Managing software may not top most 
managers' priority lists, and that can 
cause problems for some companies. 
You can take control of your company's 
software installations by implementing 
a SAM (software asset management) 
program. This program of tools, poli- 
cies, and processes will help you keep 
tabs on software use and licensing. 

Studies indicate that companies can 
save money with SAM, especially when 
paired with license optimization. And 
the dangers of not managing software 



effectively go far beyond potential 
penalties and extend to potential pen- 
etration of and theft from the corpo- 
rate network by malicious intruders. 
In short, SAM is something every com- 
pany should seriously consider. 

A BIT OF BACKGROUND 

Although the description of SAM 
is straightforward, the process can be 
convoluted and frustrating. Software 
companies are becoming increasingly 
aggressive in their attempts to rein in 



software piracy, yet many companies 
continue to issue software licenses and 
EULAs (end-user license agreements) 
in paper format. Furthermore, licensing 
structures vary widely, so there is no 
single approach or practice that com- 
panies can adopt to ensure uniform li- 
censing compliance. 

Making matters worse, many com- 
panies don't start out with a specific 
number of software licenses for all the 
programs they will ever use. Rather, 
software adoption and implementation 



Key 
Points 



A SAM program can 
be complicated to 
implement initially, but it 
helps protect a compa- 
ny's assets and improves 
software ROI over time. 



Penalties for not main- 
taining licenses for cor- 
porate software can be 
as much as $250,000 per 
software title, with jail 
sentences also possible. 



••■ Companies without 
::: SAM programs may be 

unaware of employees 
••• installing unauthorized, 

potentially malware- 
::: infected, software. 



SAM programs also help protect 
corporate reputations, increase 
: net worth, and ensure compa- 
nies stay in compliance with the 
Sarbanes-Oxley Act and other 
regulatory requirements. 
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"Companies that don't do SAM or wait 
until an audit occurs rather than being 
proactive are missing an ROI opportunity 
as well as the ability to control when they 
spend money on software." 

Amy Konary 

research VP for software licensing & provisioning IDC 

"When you acquire a company, you 
acquire its assets and liabilities, which 
includes any pirated software it may 
be using." 

Peter Beruk 

senior director of compliance marketing, Business Software Alliance 



evolves over time, and if employees 
don't have the tools they need, they 
sometimes improvise by installing soft- 
ware they bring from home or down- 
load from the Internet. This landscape 
makes it hard to execute robust, mean- 
ingful SAM, but it also points out the 
need to do so. 

INTENTIONAL IGNORANCE 

On another front, Peter Beruk, senior 
director of compliance marketing for 
the Business Software Alliance ( www 
.bsa.org ), says statistics show that many 
executives and business owners don't 
consider licensing important or refuse to 
view careless practices as piracy — until 
they're caught. 'The most common 
form of software piracy we see is when 
a company purchases a legitimate copy 
of a software program and uses it on 
more computers than the license al- 
lows/' says Beruk. 

"Some people have an attitude of 
'Why should I make this huge software 
firm richer?" Beruk explains. "Others 
aren't organized enough to purchase 
more licenses before a new employee 
starts, so they let [the employee] work 
off a pirated copy and intend to pur- 
chase the license the next day. Then, 
another 'fire' consumes their attention, 
and it never happens." 

In both instances, management 
knowingly ignores the need for li- 
censing, leaving the business exposed 
to severely punitive action. "More than 
80% of the reports we get over our ho- 
tline are from people who have tried to 
work with management and not met 
with success," Beruk says. 

In the worst-case scenario, Beruk says 
companies can receive fines of as much 
as $150,000 per pirated title (civilly) and 
$250,000 per pirated title (criminally), 
with an added penalty of up to five 
years in jail. Furthermore, if a company 
gets caught, it will likely be charged 
with multiple violations. 

BUSINESS BENEFITS 

Fear of reprisal is only one reason 
some companies implement SAM pro- 
grams, our experts say. Amy Konary, 



research VP for software licensing and 
provisioning with IDC ( www.idc.com ), 
says, "Companies that don't do SAM 
or wait until an audit occurs rather than 
being proactive are missing an ROI op- 
portunity as well as the ability to control 
when they spend money on software." 

If companies purchase licenses in 
reaction to being targeted, whether it's 
an audit by a software developer or an 
investigation by the BSA, the purchase 
is an unbudgeted expense, Konary 
says, and they lose the ability to opti- 
mize their strategy. Furthermore, says 
Beruk, "People often panic and go out 
and buy a bunch of software and often 
buy more than they need." The practice 
is so prevalent that Beruk says "it's one 
way we confirm that management is 
aware of what it is doing." 

Companies that implement a SAM 
program, even if it's only for high-value 
applications, have the opportunity to 
"optimize their software needs; to look 
at ways to reduce spending on mainte- 
nance and subscription," says Konary. 
"In addition, by improving your audit 
preparedness, you can reduce the 
number of [personnel hours] when an 
audit occurs." Konary's report suggests 
that companies could save 10% or more 
on their software costs, over time, by 
implementing a SAM program. 



PROTECT YOUR ASSETS 

SAM does more than minimize soft- 
ware costs and potential noncompli- 
ance penalties. Companies that don't 
have SAM programs are far less likely 
to have restrictions against employees 
downloading and installing software, 
says Beruk. He cites an earlier IDC 
study, which revealed that at least 25% 
of downloaded software contains mal- 
ware. Malware can expose your net- 
work and data stores to exploitation, 
theft, and other dangers. 

Furthermore, failure to ensure soft- 
ware compliance can result in viola- 
tions of the Sarbanes-Oxley Act, which 
can involve prison terms for execu- 
tives. Beruk also adds that the negative 
publicity from a software piracy case — 
or intrusion from malware riding on 
pirated software — can damage a com- 
pany's reputation and reduce its phys- 
ical worth. 

Compliance is important, not only 
if you are considering selling your 
company, bringing on investors, or 
getting a loan, but also if you are 
thinking of purchasing a business. 
Beruk notes, "When you acquire a 
company, you acquire its assets and 
liabilities, which includes any pirated 
software it may be using." 
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V 




Security Threats Ahead? 

Know Your Terms 



AS AN EXECUTIVE, MANAGER, OR 

business owner, understanding the 
digital security threats facing your 
company is vital to making informed 
decisions about the level of protec- 
tion your company needs. To that 
end, we compiled a concise security 
technology glossary to serve as a 
backgrounder or reference as you en- 
counter new security concerns. 

adware. There are different forms 
of adware, but in general adware 
is software that displays advertise- 
ments in an application or browser. 
Adware can range from innocuous 
(e.g., software that works as expected 
but happens to display ads) to an- 
noying (e.g., software that generates 
excessive pop-ups ads) to debilitating 
(e.g., software that works in the back- 
ground to gather your Web browsing 
data or hijack your browser in order 
to display ads). 



antivirus software. Whether it's a 
PC program or a mobile app, an- 
tivirus software works to detect, 
isolate, and remove viruses and a 
range of other malware (backdoor 
Trojans, worms, various exploits, 
spyware, and even unwanted ad- 
ware) from a system. 

Blackhole exploit kit. One of the 

most widely used frameworks for 
malware deployment, the Blackhole 
exploit kit is available in cyber- 
crime circles and provides malicious 
users with a variety of attack types 
that can be customized to take ad- 
vantage of various Web- and PC- 
related vulnerabilities. For instance, 
a Blackhole exploit kit may be deliv- 
ered via scripts embedded in hacked 
or fake websites. 

botnet. When an attacker success- 
fully installs a bot on a computer (say, 



through a phishing scam), he can 
then control many of the computer's 
functions, turning it into a "zombie." 
When the attacker is able to install 
bots on multiple computers, the bots 
can communicate with one another 
in what is commonly known as a 
"botnet" and launch coordinated at- 
tacks on other systems. 

DoS (denial of service) and DDoS 
(distributed DoS) attacks. A DoS 

attack is one that is designed to in- 
tentionally overwhelm a Web or ap- 
plication server with large amounts 
of traffic with the goal of shutting 
down the server and the network or 
websites it serves. In a DDoS attack, 
a hacker activates malicious code that 
has been surreptitiously installed on 
many computers (often hundreds or 
thousands of them) in order to commit 
a DoS attack from many different 
sources simultaneously. 
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drive-by download. Drive-by 
downloads can occur when, wit- 
tingly or unwittingly, someone is 
surfing illegitimate websites, 
clicking unreliable pop-up ads, or 
downloading what looks like legit 
antivirus software. Avoiding these 
downloads requires 
vigilance because 
they frequently strike 
without warning. 



retransmits the data, thereby acting 
as a " middle man" between the two 
oblivious users. In that way, the at- 
tacker gains access to the users' pri- 
vate information. 



phishing. 



encryption. The en- 
cryption process lets 
users secure data by 
transforming it into 
secret code. To gain 
access to encrypted 
information, a user 
must know and use 
a decryption key or 
passcode to unlock 
the protected data. 
Encryption variations 
include hybrid encryption (two 
or more algorithms), one-way 
encryption, and asymmetric en- 
cryption (use of a public key and 
private key between a recipient 
and messenger). 

key (or keystroke) logger. This 
can be either software or a device 
that monitors a user's keystrokes 
in an effort to record everything 
that user types on a keyboard. Al- 
though this tool can be employed 
for non-malicious purposes, PC 
attackers commonly use key log- 
gers to steal personal identifi- 
cation information such as account 
numbers, usernames, and pass- 
words. 

MITM (man-in-the-middle) at- 
tack. Hackers that use MITM at- 
tacks are misleading two victims by 
ambushing their system communi- 
cations. The MITM attack employs 
what's known as ARP (Address 
Resolution Protocol) poisoning or 
spoofing, which opens the door for 
redirecting communication through 
the hacker, who intercepts and 



To gain access to 
encrypted infor- 
mation, a user 
must know and 
use a decryption 
key or passcode to 
unlock the pro- 
tected data. 



The practice of creating 
a seemingly authentic 
email message or web- 
site in order to trick 
unsuspecting users 
into providing per- 
sonal information (e.g., 
usernames, passwords, 
financial data or credit 
card numbers) is re- 
ferred to as phishing. 
A play on "fishing," 
the term is based on 
the goal of getting 
victims to "take the 
bait" and click a link or 
enter data. 



rootkit. A rootkit is a versa- 
tile form of malware capable of 
covering up all manner of pro- 
grams and processes running on 
a computer. An attacker who has 
installed a rootkit on a machine 
can then install files, create veiled 
user accounts, attack systems on 
the same network, or alter pro- 
cesses, all of 
which (thanks 
to the rootkit) 
run "in the 
background" 
without the 
end user's 
knowledge. 



sniffer. This is 
software that 
scans network 
traffic so that 

someone can view the details of 
that traffic, record it, and in some 
cases extract user information 
from it. This type of software is 
sometimes referred to as a "pack- 
et sniffer" because it examines 
the packets associated with TCP/ 
IP and other common Internet 



A play on " fishing/ 7 phish- 
ing is based on the goal 
of getting victims to "take 
the bait" and click a link or 
enter data. 



protocols. Sniffers are also some- 
times referred to for their purpose, 
as in "password sniffers." 

social engineering. This is a catch- 
all term for the variety of methods 
attackers use to veil a con as some- 
thing a potential victim might per- 
ceive as ordinary and innocuous. 
A seemingly straightforward email 
from a bank or an employer, for ex- 
ample, may in fact be an attacker's 
socially engineered fake meant to 
trick users into providing sensi- 
tive information, downloading an 
unscrupulous program, opening a 
virus installer, or revealing enter- 
prise secrets/ data. 

Trojan horse. This is a destructive 
program that appears to be harmless 
but actually eludes PC security pa- 
rameters and seeks to execute mali- 
cious functions. 

vishing. Similar to phishing scams, 
vishing involves tricking victims 
via counterfeit VoIP (Voice over 
Internet Protocol) calls. A vishing 
scammer often makes calls from 
what looks like a genuine business 
number, pretending to represent a 
legitimate company, and asks the 
call recipient 
for personal 
information 
usually re- 
lated to finan- 
cial data. 



zero-day ex- 
ploit. When an 
attacker man- 
ages to exploit 
a security hole 
(say, in a Web 
browser) before the software's de- 
veloper learns of the vulnerabil- 
ity, the vulnerability and the attack 
become known simultaneously. This 
is called a "zero-day exploit" because 
the developer had no time to create 
a patch for the hole before it be- 
comes breached. 
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Spreadsheet Overkill 



Avoid Trouble & Explore The Alternatives 



Over the past four decades, spread- 
sheet programs have become the default 
solution for SMBs (small and medium- 
sized businesses) looking to tabulate 
information, store a variety of data, 
and maintain business records. Because 
spreadsheets have the ability to support 
both values and formulas in their base 
units (cells) and users can format those 
cells as numbers, dates, or text, spread- 
sheets offer tremendous flexibility. 

Add to that the fact that users can 
expand data calculations across mul- 
tiple worksheets integrating a range 
of formula options, and spreadsheets 
sound like wonderful solutions. The 
problem, according to experts we 
spoke with, is that perception does 
not match reality. 

Robert D. Kugel, CFA and senior 
vice president of Ventana Research 
( www.ventanaresearch.com ), says both 
spreadsheets and their users are unac- 
ceptably error-prone. 'Take a simple, 



common example: preparing a budget. 
It involves people filling out a spread- 
sheet and sending it to someone 
charged with aggregating all of them 
and creating a consolidated budget/ 7 
says Kugel. "Even people who have 
been doing spreadsheets for years say 
it's difficult to roll them up. Then, users 
start inserting their own rows and col- 
umns and it becomes a mess." 

In fact, Kugel says, his company's 
research indicates that the majority 
of business users find mistakes in the 
data and the formulas of their most 
important spreadsheets. The very 
flexibility of spreadsheets can be their 
undoing — and a prime argument for 
why companies should use spread- 
sheets cautiously and never in overly 
complex situations. 

GOOD RELATIONS 

Kugel says that spreadsheets often 
become de facto databases because, 



initially, they are easier to use. For ex- 
ample, it's easy to create a simple data 
model (such as an integrated income 
statement), balance sheet, and cash 
flow report using a spreadsheet. It's 
complicated and time-consuming to 
create simple models like these in data- 
base programs, so companies often shy 
away from making that leap. 

That's a mistake, says Jim McGregor, 
principal analyst with TIRIAS Research 
( www.tiriasresearch.com ). "To be stored, 
used, and accessed safely and effec- 
tively, a company's information has to 
be structured in a database format." 
Carl Olofson, research VP of database 
management and data integration with 
IDC ( www.idc.com ), says that databases 
continue to advance in valuable ways 
that many business owners may not re- 
alize. "For years, we have had end-user 
data manipulation tools, but more re- 
cent alternatives to spreadsheets [offer] 
deeper data analytics. Now, a new crop 
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"Cloud-based solutions require limited 
upfront investment, don't require an IT 
staff, and support highly distributed 
organizations/' 



Robert D. Kugel 

CFA and senior vice president, Ventana Research 




"Data needs to be portable, flexible, 
accessible, secure and reliable; traits not 
associated with spreadsheets." 

Jim McGregor 

research principal analyst, TIRIAS Research 

For years, we have had end-user data ma- 
nipulation tools, but more recent alternatives 
to spreadsheets [offer] deeper data analytics. 

Carl Olofson 

research vice president, database management and data 
integration software research, IDC 




of end-user-oriented data definition 
and analysis tools is likely to emerge/' 

For maintaining complex data, 
Olofson says companies usually migrate 
to "schematic (usually relational) data- 
base management systems." Relational 
databases (and the management solu- 
tions that support them) are a prime 
replacement for spreadsheets. They 
maintain data in tables of rows (re- 
cords) and columns (fields), a concept 
that spreadsheet users can understand. 
Unlike spreadsheets, they are designed 
to recognize relationships between ele- 
ments of data and extract specific infor- 
mation in response to queries. 

This design enables companies to de- 
velop much more advanced storage and 
retrieval structures and facilitates data 
reporting, analysis, and business-intel- 
ligence gathering simply not practical 
with spreadsheets. Using such a solu- 
tion also helps eliminate redundancies 
and makes it easier for companies to 
comply with regulatory requirements 
such as the tenets of Sarbanes-Oxley. 

Relational databases also facili- 
tate access by multiple, concurrent 
users without the need to duplicate 
files or merge changes. According to 
McGregor, ease of access is pivotal if 
companies want to thrive now and in 
the future. "Business is operating under 
a new paradigm, where change is the 
only constant," says McGregor. "It isn't 
just the amount of data and the ana- 
lytics. We have gotten into this environ- 
ment of anywhere, anytime. Data needs 
to be portable and accessible. It also 
needs to be flexible, secure, and reliable; 
traits not associated with spreadsheets." 

IN THE CLOUD? 

Although companies can choose 
from an array of on-premise (in- 
stalled) database solutions, Kugel and 
McGregor say new cloud-based solu- 
tions are making it more practical for 
SMBs to transition from spreadsheets to 
relational database solutions designed 
to facilitate everything from budgeting 
and planning to inventory control. 

"Cloud-based solutions require lim- 
ited upfront investment, don't require 



an IT staff, and support highly distrib- 
uted organizations," says Kugel. "Some 
of them target working with many di- 
mensions — lots of business units in a hi- 
erarchy that roll up into different levels. 
[Some can] fool people into thinking 
they are working with a spreadsheet 
but everything goes back to a central 
database. Simultaneously, they could 
have a sandbox over to the side where 
personnel could have their calculations, 
but only the final calculations [would go 
into the database]." McGregor recom- 
mends focusing on platforms that will 
let you export your data to a universal 
format and take it elsewhere. 

MAKING THE MOVE 

So, how do you know if you would 
benefit from transitioning some or all of 
your spreadsheet-based processing to 
a dedicated database? "Midsized com- 
panies enjoy a great deal of value from 
alternate solutions," says Kugel. "Once 
you get past 100 employees, things get 
increasingly complicated and spread- 
sheets start to fall apart." However, 



even smaller businesses (those with 50 
or fewer employees) will find many af- 
fordable solutions for specific functions 
such as budgeting. "If all you want to 
do is put together a budget or manage 
expense reports, there are cloud-based 
solutions that can be very helpful," says 
Kugel. "But there are also planning ap- 
plications that work in the cloud, and 
there are solutions that do analytics. 
Over time, there will be more and more 
of those." 

If you're like many business owners, 
at this point you are probably thinking, 
"Yes, but how could we possibly take 
the time to find a solution and then mi- 
grate all those spreadsheets?" McGregor 
says the answer is to just get started. 
"There is no right time to sit back and 
decide, 'This is what we need,'" says 
McGregor. "It's a matter of going out 
and finding a solution that is flex- 
ible — that can help you grow into it or- 
ganically. If a solution has a good user 
community, if it looks like it is going to 
be stable and growing, you have some- 
thing you can build on." 
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Website optimization 
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search results 
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Google does not know your website 
yet. Fill your website with your own 
I content. This means that Google 
will be able to find you more easily 
and add it to the index. 
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Google? 
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first 100 results in Google for your 
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Need support? 
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1&1 Internet provides multiple 
categories for users to educate 
and enhance their websites for 
SEO (search engine optimiza- 
tion). The Level of Optimization 
status bar on the right side of 
the page shows how much more 
optimizing the user can do to 
help better place his business's 
website on search engines. 



Business Software 

The Latest Releases & Updates 



When you keep on top of new and 
updated business software, you 
can learn ways to enhance your 
business by upgrading or adding 
to your technology solutions. Our 
coverage of the latest releases and 
updates in the world of business 
software includes products that can 
help you collaborate, create, and 
maintain security online. To help 
you zero in on what's new, here's 
our latest roundup of business soft- 
ware releases and updates. 

1&1 SEO FUNCTIONALITY 
& VETERAN APPRECIATION 
PROGRAM 

One of the key terms in Web mar- 
keting today is SEO (search engine 
optimization), which is the process of 
modifying a website to give it better 
placement among organic search re- 
sults. Although the science behind 



SEO can be potentially confusing for 
non-experts, l&l Internet ( www.1and1 
.com ) is making it easier than ever to 
add SEO-friendly facets to your web- 
site and help you gain an edge in the 
search engine world. 

l&l's SEO Spotlight works al- 
most like a wizard and walks you 
through the process of optimizing 
your website for search engines. It 
not only helps you develop SEO rel- 
evant content, but also provides tips 
to create an SEO strategy that in- 
cludes back-linking, tracking com- 
petitor SEO trends, and much more. 
The SEO Spotlight tool is available 
as part of the $19.99 per month l&l 
MyWebsite Plus package or as a sep- 
arate add-on for $9.99 per month to 
other packages. A free 30-day trial is 
available, as well. 

In addition to helping com- 
panies improve their SEO, l&l is 



also giving back to United States 
veterans with their l&l Veteran 
Appreciation Program. The program 
provides a free MyWebsite Plus 
package (which includes the afore- 
mentioned SEO Spotlight tool) for 
six months to any veteran who owns 
a small business. After the initial 
six-month run, users can continue 
the service for $19.99 per month. 

MICROSOFT 
SHAREPOINT 2013 

With SharePoint 2013, Microsoft 
( www.microsoft.com ) continues to 
build on its solid foundation by 
adding many more helpful features 
for enterprises, including social 
networking tools, a new cloud app 
model, mobile apps and more. The 
company has made a few smaller 
tweaks to the existing formula, 
as well. For one, the overall user 
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experience is designed to be easier 
and much more intuitive with drag 
and drop tools. SkyDrive Pro in- 
tegration makes it easier to store 
documents and sync them with 
multiple devices. Task manage- 
ment has received a facelift, the 
FAST Search tool makes it easier 
to zero in on important docu- 
ments and other information, and 
Microsoft improved every other 
core service that comes packaged 
with SharePoint. 

For social networking purposes, 
Microsoft has added Yammer 
functionality to the platform and 
integrated into many of the Share- 
Point's apps for a true social ex- 
perience. SharePoint 2013 is also 
a big step forward for Microsoft 
when it comes to the cloud and 
app building. Plus, the Office Store 
makes it simpler to find more ap- 
plications. 

KASPERSKY SMALL 
OFFICE SECURITY & 
ENDPOINT SECURITY 8 
FOR WINDOWS 

kaJpiuJkyj 

In an independent study 
from Dennis Technology Labs, 
Kaspersky Small Office Security 
from Kaspersky Lab ( www.kaspersky 
.com ) received a score of 388.9 
points out of 400 to take first place 
in the category of small business so- 
lutions. The software also received 
the highest AAA award from the 
London-based lab group. In ad- 
dition to its high marks for Small 
Office Security, Kaspersky also re- 
ceived second place in the enter- 
prise category with its Endpoint 
Security 8 for Windows solution, 
which scored a 345 out of 400 and 
shared first place with another solu- 
tion by not blocking even one ap- 
proved program in a comprised of 
false positives. 



Kaspersky's Small Office Se- 
curity software features both 
server and PC-based protection 
from hackers, viruses, and other 
threats. You can manage all con- 
figurations from one central PC, 
monitor employee Web usage to 
ensure the best possible produc- 
tivity, and protect data from theft 
or corruption. 

Kaspersky Small Office Security 
starts at $179.95 for five PCs and 
one year of protection. Kaspersky 
Endpoint Security 8 For Windows 
also provides Internet security, 
but it adds more in-depth appli- 
cation, Web, and device controls. 
This solution comes as a part of 
Kaspersky's Business Space Secu- 
rity, Enterprise Space Security, or 
Total Space Security. 

VERSACHECKX1 GOLD GT 



VersaCheck 

GOLD 



These days, companies are look- 
ing for new ways to manage their 
accounts and control their business 
checks. VersaCheck XI Gold gT 
( www.versacheck.com ) lets companies 



design their own business checks 
using Check Designer Pro, make 
them secure with a DNA Secure 
verification process, and then print 
them. The checks are official and 
VersaCheck guarantees that they are 
100% compliant with bank require- 
ments in the U.S. and Canada. Plus, 
VersaCheck has added gPay support 
to its software, so companies can 
accept gCard payments using the 
gPay Terminal. 

VersaCheck XI Gold gT is simple 
to use and can be applied to per- 
sonal and business checks. You 
simply design your checks with 
official account numbers and the 
aforementioned DNA Secure for ad- 
ditional protection and then print 
them out using MICR-enabled 
printer and whatever type of paper 
you prefer. And not only does 
VersaCheck provide the XI Gold gT 
software, it also provides a variety 
of other accessories including blank 
personal or business check blanks, 
MICR ink cartridges and toner, and 
much more. VersaCheck XI Gold gT 
is available for $79.99 and you can 
sign up for a gPay Merchant account 
for $19.99 per year. 




////////// 
7 /7" 



Excel is just one of many tools you can use within SharePoint 2013. You can also download new 
applications from the app store and unlock even more functionality. 



PCToday / January 201 3 25 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 





Cloud-Based 
WLAN Management 

We Look At The Benefits & Concerns 



As more software functionality 
becomes available in the cloud, it 
makes sense that the WLAN (wire- 
less local area network) manage- 
ment vendors would try to take 
advantage of the trend and give 
customers an alternative to tra- 
ditional, on-premise controllers. 
While companies may be wary 
of simply moving every piece of 
technology off-premise in an effort 
to save resources, there are ben- 
efits related to cloud-based WLAN 
management that shouldn't be ig- 
nored. Not only can these solutions 
prevent massive upfront costs, but 
they can also give companies more 
control over access points and free 
them from the constraints of on- 
premise management. 



TRADITIONAL VS. CLOUD- 
BASED WLAN MANAGEMENT 

The difference between tradi- 
tional and cloud-based alternatives 
has less to do with network perfor- 
mance or feature-sets and more to do 
with where the WLAN controller is 
located. For companies, it's a simple 
question of "Do you have a con- 
troller on-premise or does that con- 
troller live outside of your premises 
in the cloud?" says Mark Tauschek, 
lead research analyst with Info-Tech 
Research Group ( www.infotech.com ). 
Traditional and cloud-based WLAN 
management provide the same basic 
functionality, except for when it 
comes to how they interact with your 
network and the freedom that cloud- 
based solutions provide. 



'The interfaces for both tend to be 
very similar/ 7 says Jim Rapoza, senior 
research analyst for the Aberdeen Group 
( www.aberdeen.com ). Also, the types of 
administrative capabilities that you get 
will be nearly identical, making it pos- 
sible to monitor, manage, secure, and 
provision your various wireless devices. 
The main difference is that traditional 
WLAN management is tied to specific 
devices, corporate networks, and busi- 
ness network management systems, 
while a cloud-based system, since it's in 
the cloud, can reach down to managed 
devices wherever they are located." 

BENEFITS 

Aside from giving IT administrators 
the freedom to control access points 
and push out policies from almost 



26 January 2013 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 





"By making it possible to easily deploy, 
manage and support wireless networks 
across all of a company's locations, 
cloud-based WLAN management can 
greatly ease the support burden of 
maintaining these networks and make 
it possible for companies to easily offer 
WLANs wherever they are needed." 

Jim Rapoza 

senior research analyst, Aberdeen Group 

"The way that it is today, cloud-based 
WLAN management is probably easier. 
From an administrative perspective, it's 
easier to manage and it will certainly be 
easier to get into for a smaller organization 
and for smaller networks." 



any location, cloud-based WLAN 
management solutions also pro- 
vide a cost-saving measure for 
companies based on their specific 
implementations. "The real differ- 
ence between the models now is . . . 
you have an on-premise capital invest- 
ment that's managing access points that 
exist on your premise," says Tauschek. 
You pay for a WLAN controller, you 
have your IT staff implement it and 
manage it, and the entire process is 
handled on premise. He says that with 
cloud-based alternatives, however, you 
"pay a monthly or annual subscrip- 
tion for each access point you're going 
to manage, so it flattens your cost." 
Tauschek warns, however, that compa- 
nies should be careful when selecting a 
cloud-based WLAN management ser- 
vice, because "in the longer term, your 
TCO is probably going to be higher." 

Availability is another feature that 
separates cloud-based solutions from 
traditional alternatives. For instance, if 
your centralized, on-premise WLAN 
controller goes down, it could poten- 
tially cripple the network and prevent 
access points from working correctly; if 
a cloud-based WLAN controller goes 
down, it will be an inconvenience but not 
as severe. "If the console goes down, you 
can't make policy changes to your access 
points and you don't have any visibility 
into what's going on in your network, 
but because the access points have intel- 
ligence, it just continues to run the way it 
would have before," says Tauschek. 

In addition to these benefits, Rapoza 
would also place improved monitoring 
capabilities on the list. He says that 
cloud-based management "offers some 
very compelling capabilities, providing 
real-time analytics, diagnostics, and 
troubleshooting, and makes it possible 
to do all of this from a geographically 
diverse viewpoint." If your company 
has multiple offices, "you could see the 
status of the WLANs at all of your loca- 
tions across the country." 

SECURITY CONCERNS 

While cloud-based WLAN manage- 
ment solutions have benefits, you do 



need to be aware of potential security 
issues. "While the actual networks them- 
selves are separated from the cloud, 
since the management interface is basi- 
cally on the public Internet, you'll want 
to ensure that it is using secure connec- 
tions and has strong access policies in 
place," says Rapoza. Ensure that a ven- 
dor's security practices align with your 
company's policies. 

NOT A FIT FOR ALL 
COMPANIES 

Cloud-based WLAN management 
solutions are not necessarily a fit for all 
companies. Depending on your imple- 
mentation, the total cost of ownership 
for a cloud-based solution with a sub- 
scription could be more in the long run 
than a one-time on-premise purchase. 
The size of your company is also some- 
thing you need to consider. 

Tauschek says that for bigger or- 
ganizations, such as retailers, with 
large networks and only a handful of 
access points, "a cloud-based solution 



Mark Tauschek 

lead research analyst, Info-Tech Research Group 



is probably going to [be] better be- 
cause it's easier to manage all of those 
locations." Smaller companies can 
also benefit from cloud-based WLAN 
management because they can "flatten 
costs" and not make "a big capital ex- 
penditure upfront." But centralized or- 
ganizations with large campuses should 
probably stick with on-premise WLAN 
management because "all of the traffic 
is traversing the LAN, there's more ca- 
pacity, and you're managing a lot of 
access points in a single location," says 
Tauschek. As with any IT purchase, it's 
important to consider your company's 
needs when deciding between a tra- 
ditional WLAN management solution 
and a cloud-based service. Both op- 
tions have their own unique benefits, 
but cloud-based WLAN management 
is certainly worth looking into, and it 
is a technology that should continue to 
evolve. "It's not the right or the ideal so- 
lution for everyone, but it can be pretty 
compelling under the right circum- 
stances," says Tauschek. 
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Storage Best Practices 



Advice For Working With Your Data 



Although SMBs typically lack the re- 
sources of their larger counterparts, in- 
cluding in terms of storage, this doesn't 
mean their data and responsibilities to 
it are any less important. To that end, 
consider the following best practices for 
dealing with storage issues. 

RECOGNIZE YOUR 
LIMITATIONS 

Normally, SMBs don't have the on- 
premises storage specialists that larger 
companies might, says, Mike Karp, vice 
president and principal analyst with 
Ptak/Noel ( ptaknoel.com ). Thus, any 
data-protection scheme an SMB employs 
must "by definition provide simple 
backups and simple recoveries." SMBs 
generally also lack the storage budgets 
of larger businesses but face many of 
the same issues pertaining to reliability, 
availability, security, regulatory com- 
pliance, backup, and disaster recovery. 
Greg Schulz, Server And StoragelO 



Group ( www.storageio.com ) founder and 
senior advisor, says this creates the chal- 
lenge of doing more with what's avail- 
able to meet increasing demands. 

DEVELOP A STRATEGY 

Schulz suggests SMBs pause, look 
past storage buzzwords, and focus stor- 
age strategy on "addressing needs vs. 
wants, requirements, objectives, and 
overcoming barriers or constraints from 
a business perspective." For example, 
rather than trying to build strategy 
around deduplication, implement 
a strategy around DFR (data foot- 
print reduction) to counter the effects 
of storing and retaining more data for 
longer periods. 

KEEP THINGS SIMPLE 

When developing a storage philos- 
ophy, Karp advises to "go for simplicity 
every time." First, ensure all on-premise 
backups are D2D (disk to disk), which 



eliminates tracking down tapes and 
offers faster recovery times than tape. 
Second, "automate the process from the 
get-go," he says, which lets the company 
define the policies controlling automa- 
tion but not have to "remember to do a 
backup because the process remembers 
for you." Third, consider cloud-based 
backup and recovery services. 

STAY FLEXIBLE 

When establishing storage architec- 
ture, Schulz advises making it flexible, 
adaptable, and scalable in terms of per- 
formance, availability, capacity, energy, 
and economic effectiveness. Among 
other things, this requires looking years 
ahead and asking if the solution will 
scale with the company. 

DON'T TAKE SHORTCUTS 

David Hill, Mesabi Group ( www.mes 
abigroup.com ) principal, says whether a 
company employs 200 or 200,000 people, 
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Putting 1 or 2% of overall storage on SSD 
can "provide a lot better performance, 
and you can basically cut back on a lot of 
high-performance disks because you won't 
need them anymore." 



David Hill, 

principal, Mesabi Group 



"Many SMBs still don't trust what they 
can't immediately put their hands on and 
have concerns about sending data into the 
cloud. It's time they got past that." 

Mike Karp 

vice president and principal analyst, Ptak/Noel & Associate 




it still must protect its assets and en- 
sure it does so properly. Thus, he says, 
don't skimp on functionality. For SMBs, 
the problem is the scale at which they 
can address problems. Creating another 
data center to tackle disaster recovery 
issues, for example, may be too costly. 
Hill says the cloud is making it easier for 
many SMBs to back up and do disaster 
recovery because "they don't have to 
own the site as such." 

Addressing backup issues, Schulz 
says, "is a great time to rethink and 
modernize data protection," some- 
thing that means evolving from 
simply swapping out one medium 
for another "to instead finding and 
fixing the problem." He advises 
conducting a BIA (business impact 
analysis), which helps avoid treating 
all data equal. "Modernizing backup 
means revisiting the RTO (recovery 
time objective) and RPO (recovery 
point objective), SLO (service level ob- 
jectives), and balancing the various 
threat risks to business enablement," 
as well as "clarifying customers' needs 
vs. wants," he says. (RTO is the time 
it takes to recover from an event; RPO 
is the maximum amount of time an 
organization can tolerate lack of ac- 
cess to data following an event.) All 
this will help determine and optimize 
how often and how granularly data 
and applications get protected, how 
many copies are created, and where 
and how long to keep copies. 

GO CHEAP WHEN POSSIBLE 

One way SMBs can save money is 
by storing less. Hill advises identifying 
logical areas where unused or nonessen- 
tial data is being stored. "The question 
is, how do we protect ourselves but at 
the same time be able to ask what can 
we delete?" he says. "If we can't delete, 
can we archive it?" 

Archiving, Schulz says, is some- 
thing companies should begin using 
for everyday storage optimization to 
make backups, BC (business continuity), 
and DR (disaster recovery) functions 
run faster; improve performance of da- 
tabases, email, home directories, and 



other items; and reduce the data foot- 
print impact to enable quicker move- 
ment or migration of data to various 
storage tiers. For organizations that 
must support growth but on fixed or 
reduced budgets, archiving databases, 
email, home directories, and file systems 
and migrating inactive or dormant data 
to another tier or medium until deciding 
what can be deleted or removed offers 
a quick and cost-effective solution, 
he says. 

STICK YOUR HEAD 
IN THE CLOUDS 

Karp says "many SMBs still don't 
trust what they can't immediately 
put their hands on and have concerns 
about sending data into the cloud. It's 
time they got past that." Beyond of- 
fering numerous service types and 
levels, cloud providers eliminate hard- 
ware and software purchase worries, 
he says, as the provider worries about 
what to use. "As a result, the decision 
becomes much less a technology-based 
decision and much more a business 
decision," he says. Companies are then 
left to worry about finding a provider 
offering required service levels, which 
are identified in a formal SLA, he says. 

When eyeing cloud providers, Schulz 
says "do your homework; understand 



the service capabilities, reliability, avail- 
ability, security, response time, SLAs, 
and SLOs." Also, run a proof of concept 
to identify concerns. "Above all else, 
make sure you encrypt your data before 
it leaves your premises or systems and 
gain trust and confidence in the pro- 
vider that you use," he says. 

DON'T SLACK ON SECURITY 

Security should be a given. Even 
if a company doesn't believe encryp- 
tion is necessary, Schulz says, "why 
take the chance of a drive or device 
going missing during repair or main- 
tenance, particularly with storage 
systems having built-in encryption 
now." Consider encryption as a rela- 
tively low-cost insurance plan "that 
minimizes impact and improves 
public perception of your capabilities," 
he says. 

TURN TO SSDS 

Hardware-wise, Hill advises consid- 
ering SSDs (solid-state drives) to im- 
prove performance on applications. 
Putting 1% or 2% of overall storage on 
an SSD, for example, "may provide a 
lot better performance, and you can 
basically cut back on a lot of high-per- 
formance disks because you won't need 
them anymore," he says. 
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napatech 



Time To Re -Think 
Performance Monitoring 



Napatech Provides Network Insights 



In its 'Time To ReThink Performance 
Monitoring" brief, Napatech (www 
.napatech.corr ) asserts that performance 
monitoring is evolving to keep up with 
changing workplaces and cites three 
main drivers for this evolution: greater 
need for application awareness, emer- 
gence of unified communications, and 
expansion of monitoring capabilities 
into new areas. Dan Joe Barry, vice pres- 
ident of marketing for Napatech, spoke 
with us about performance monitoring 
and how Napatech provides companies 
with greater insight into their networks. 



Q 



What is performance monitoring? 

A Performance monitoring is real- 
time analysis of network traffic to 
determine if the network and the ap- 
plications using it are behaving and per- 
forming as expected. There is network 
performance monitoring, which looks at 
network details like packet throughput, 
dropped packets and flow informa- 
tion based on well-known services, 
such as email, HTTP, and FTP traffic. 
Application performance monitoring, 
on the other hand, also recognizes ap- 
plications transported over TCP, UDP, 
and HTTP, such as YouTube and SAP. 
Part of the message in our brief is that 
there is a trend towards application 
performance monitoring, as users are 
more interested in understanding how 
applications are performing, how they 
are being used, and what effects they 
have on network capacity, than under- 
standing network details. 



QWho oversees performance moni- 
toring and how is it valuable to 
network maintenance? 

A There is usually an organization 
responsible for overseeing net- 
work operation. They use network 
performance monitoring to understand 
what is happening in the network, de- 
termine if there are any out-of-the-or- 
dinary behaviors, and troubleshoot any 



QHow have the performance 
monitoring needs of organizations 
changed in recent years? 

A When we used the Internet pri- 
marily for email and Web brows- 
ing, network performance monitoring 
was sufficient, as the goal was to en- 
sure that there is enough capacity to 
handle these services. These are both 
"forgiving" services, as they can tol- 
erate retransmissions and delays. Once 
we started using the Internet for more 
commercial and real-time services, such 
as voice and video, the stakes changed. 
Network performance information is 
still extremely useful and absolutely 
needed, but it becomes more complex 
to map network information on packet 
throughput and packet loss to service 
performance. It is in this context that a 
trend towards application performance 
monitoring emerges, especially as we 
see the explosion of applications driven 
by smartphones, iPads, and various 
cloud services. It is therefore more in- 
teresting to relate performance directly 
to applications for the user. 




Dan Joe Barry 

vice president of 
marketing for Napatech 



QHow has Napatech helped orga- 
nizations implement or improve 
their performance monitoring systems? 

A We are producing more and more 
data and using our networks to 
do more. This is driving network traffic 
growth of 50% to 100% per year de- 
pending on what part of the network 
you are looking at. We have seen a 
steady progression from 1G [gigabit 
Ethernet] to 10G and are now moving 
into 40G with 100G on the horizon. 
The key value we provide, in this con- 
text, is that we guarantee delivery of all 
packets to the analysis application run- 
ning on the appliance with zero packet 
loss. We also have the intelligence to 
understand network information and 
identify flows. In this way, we off-load 
a lot of the basic network processing 
from the application software allowing 
this to run faster. In addition, we have 
successfully integrated with vendors of 
deep packet inspection software, such 
as Vineyard Networks and Qosmos, 
making it easier for appliance vendors 
to implement the application aware- 
ness they need in their software. In 
short, we help appliance vendors de- 
liver what their customers need. 



Napatech | (888) 318-8288 | www.napatech.com 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



STANFORD LABORATORY & DOE TEAM UP FOR SOLAR RESEARCH 

>* Stanford's SLAC National Accelerator Laboratory and the U.S. Department of 
Energy are teaming up as a part of the DOE's SunShot Initiative to start three, three- 
year research projects based around solar power technology. The first project, with a 
funding total of $878,578, is aimed at creating an ink printing process that would print 
solar materials onto plastic or other materials. The second, at $896,250, seeks to dis- 
cover new materials that can be used for solar panels with the ultimate goal of raising 
thin-film efficiency by 2%. In the third project, which has the most funding at $899,000, 
researchers will heat specific materials to about 1,000 to 2,000 degrees Fahrenheit to 
determine what effects extreme heat has on solar panels. 

UC DAVIS GIVES WESTERN COOLING CHALLENGE 
CERTIFICATION TO NEW AC UNIT 

> In 2008, the University of California, Davis, and its Western Cooling Efficiency 
Center challenged air conditioning manufacturers to build more energy efficient AC 
units with a focus on regions with higher average temperatures and hotter climates. 
A certified AC unit should be "market-ready" and "at least 40% more efficient than 
Department of Energy 2010 standards," according to a press release on the school's 
website. Prior to 2012, there had been only one previous winner, but now Trane has 
received the Western Cooling Challenge certification for its Voyager DC commercial 
air conditioner, which is a hybrid unit that takes advantage of evaporative cooling and 
standard cooling approaches to create a rooftop AC system that is 40% more efficient 
than traditional units. This air conditioner uses cooler water from evaporation to 
lower the ambient temperature of the outside air and then filter it into the facility. 




A former UC Davis Western Cooling Efficiency Center director and lab testing employee look over 
the Voyager DC cooling unit, which is certified to be 40% more efficient than traditional AC units and 
utilizes evaporative cooling. (Photo Credit: Jonathan Woolley/UC Davis) 
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RESEARCHERS HIT 40% CONVERSION EFFICIENCY 
WITH NEW SOLAR APPROACH 

The Ben-Gurion University of the Negev in Be'er Sheva, Israel, is attempting to solve 
the inefficiencies of solar power collection with its new photovoltaic design. Rather than 
using one large panel of interconnected cells, BGU's design uses a series of layers, each 
containing independent cells. Researchers at the David Ben-Gurion National Solar Re- 
search Center say this technology can lead to 40% conversion efficiency and extremely 
high intensities nearing the energy of 10,000 suns. In enterprise and data center worlds, 
solar power isn't efficient enough to be used as a primary source of power and is often 
used for peak shaving purposes. If the technology BGU develops can be honed, solar 
could become a more attractive green energy alternative for businesses. 

CONCORDIA UNIVERSITY RESEARCHERS WANT TO 
MINIMIZE INDOOR AIR POLLUTION 

Professor Ted Stathopoulos and recent graduate Bodhisatta Hajra of the 
Concordia University in Montreal, Quebec, Canada, looked at pollution problems 
in many major cities. The pollution and toxins that come out of skyscraper smoke 
stacks make their way through the intake systems of other nearby buildings. 

Stathopoulos and Hajra determined that this phenomenon was related to the design 
and placement of buildings and the location of intake vents respective to polluters. The 
solution, according to their research, is to place intake vents upwind from polluters rather 
than downwind. As new buildings are constructed, developers and companies should 
work together to ensure these skyscrapers are positioned farther apart and to focus on 
the height of potentially polluting buildings in relation to other structures. Stathopoulos 
understands that this approach will not clean the air outside of buildings, but it will im- 
prove the air quality inside, which can lead to healthier and happier employees. 



MICROSOFT PLANS 
TO BUILD A DATA 
CENTER POWERED 
BY BIOGAS 

> In an effort to build the first 
zero-carbon data center to run 
independent from the grid 
with no reliance on natural gas, 
Microsoft teamed up with the 
University of Wyoming, the 
city of Cheyenne, and a fuel 
cell manufacturing company to 
build a facility that runs entirely 
on biogas and waste from a 
nearby water treatment plant. 
Perhaps the best part about 
using the byproduct of water 
waste is that it can be used as a 
zero-emission fuel that's harm- 
less to the environment. 

Microsoft is also tailoring 
the size of the data center to 
the amount of available fuel 
coming from the water treat- 
ment plant in order to maxi- 
mize efficiency. 



UNIVERSITY OF ARKANSAS AIMS TO IMPROVE 
THERMAL ENERGY STORAGE 

> Researchers from the University of Arkansas's 
Engineering Research Center say they've developed a 
thermal energy storage system that is almost as efficient as 
existing methods, but more importantly, is much less ex- 
pensive to implement. With other methods, damage to filler 
material inside the storage tank can cause a number of ineffi- 
ciencies or even puncture the tank and cause leaks. But with 
this new system, designed by Panneer Selvam, Matt Strasser, 
and Micah Hale, uses concrete plates inside of a storage tank 
to prevent damage from expansion and contraction during 
the thermal cycling process. 

In addition to its 93.9% efficiency, the University of 
Arkansas's system would cost $0.78 per kilowatt-hour, 
whereas the Department of Energy's pricing goal is much 
higher at $15 per kilowatt-hour. The system simply needs 
to be implemented in a concentrated solar power plant, 
and due to the low cost of manufacturing, could help bring 
down the cost of thermal energy in general and make it 
more affordable for widespread use. 



In its design, the University of Arkansas uses concrete plates, instead of packed 
rock or other methods, to meet and exceed the Department of Energy's efficien- 
cy and pricing standards. (Photo Credit: Matt Strasser/University of Arkansas) 
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The Cost Of Mobility 



Know The Pros & Cons Of Maintaining A Mobile Workforce 



The main benefits of maintaining 
a mobile workforce are well known, 
and topping the list might be a reduc- 
tion in fixed costs. If you turn 30% of 
your workforce loose to work in the 
field or from home, then that means 
30% fewer desks, phones, reams of 
copier paper, doughnuts, and office 
real estate space. 

On the other hand, mobile work- 
forces may force IT to open a whole 
new branch dedicated to mobile 
worker support. Sure, workers are 
spared the notoriously inefficient 
time sink of office politics and meet- 
ings, but are they simply at home 



spending more salary time on social 
media? 

One of the challenges in having 
mobile workforces is honestly as- 
sessing their true benefits and ex- 
penses beyond the obvious. This is 
not as straightforward as some might 
think. 

BENEFITS 

If "improved morale" doesn't 
come in right behind lower fixed 
costs at the top of the benefits list, 
it's certainly close. And morale 
shouldn't be underestimated. For 
many urban workers, the ability to 



dodge the stressful daily commute, 
save gas, and similar benefits might 
even be worth easing back on raises 
or other benefits. However, morale 
is not the only intangible that should 
be weighed. 

"First, organizations with a mo- 
bile workforce are cooler," says Mike 
Battista, a research analyst with 
Info-Tech Research Group (www 
.infotech.com ). "They have a reputa- 
tion as being progressive, and that is 
bound to attract employees who are 
ahead of the curve. Employees who 
are comfortable with the latest tech- 
nology are not only more efficient 



Key 
Points 



There are many advantag- 
es to maintaining a mobile 
workforce, but these tend 
to scale with company 
size. In general, larger 
enterprises will realize 
more benefits. 



Mobile workforces don't 
target one or two narrow 
business needs. They mark 
a broad change in busi- 
ness processes that need 
to be viewed holistically 
to avert inordinate costs. 



It's easy to spend in 
mobile workforce areas 
that don't support a 
company's true needs 
or future plans. Spend 
according to real rather 
than perceived value. 



To spend most effectively, con- 
centrate first on the data rather 
than the users or individual 
technologies. Enable and 
protect data, then build out 
additional mobile workforce 
support structures from there. 
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'There's also something to be said for 
future-proofing. Whenever upgrading 
or investing in a new technology, it often 
doesn't cost much more to go with a ven- 
dor that has full mobile functionality." 



Mike Battista 

research analyst, Info-Tech Research Group 




"The chances of someone impersonat- 
ing either the company to the worker or 
the worker to the company are high, dra- 
matically increasing the phishing data/ 
loss risk. Access, monitoring, and audit 
processes need to take this into account 
and put in place multi-factor programs 
that will better assure neither side can be 
phished through identity theft." 

Rob Enderle 

principal analyst, The Enderle Group 



when they use it to help do their jobs, 
but they can often find new ways of 
using the technology in a work set- 
ting." He explains that mobile tech- 
nology is more powerful and flexible 
than ever, and there are ways to use 
it that decision-makers are often not 
aware of until it falls in employees' 
hands. 

Rohit Mehra, vice president, net- 
work infrastructure, with IDC (www 
.idc.com ) agrees that the expenses of 
building and maintaining a mobile 
infrastructure are more than offset 
by the benefits. "There are many ex- 
amples of Fortune 500 companies 
even incentivizing employees to po- 
tentially work from home," he says. 
However, because these savings scale 
in relation to the size of the company, 
medium-sized and larger enterprises 
will realize more benefits from their 
mobile workforces. Smaller organi- 
zations will still realize benefits, but 
their relative advantage will be less 
except in cases where the company's 
structure or operating model de- 
mands mobility for most of the work- 
force. 

WHERETO INVEST MORE 

Implementing a mobile workforce 
is often a large, multifaceted under- 
taking with many easily identifiable 
investment points: client devices, 
networking infrastructure, support 
services, and so on. Naturally, how 
companies allocate funding for these 
areas will vary depending on the or- 
ganization's priorities and existing 
resources, but it's also possible that 
companies underinvest in certain 
areas. For starters, it's important to 
invest in management. 

"Pay attention to task or project 
manager products," suggests Rob 
Enderle, principal analyst at the 
Enderle Group ( www.enderlegroup 
.com ). "When you have folks in the 
office, you can generally get a sense 
of where they are and whether they 
are having issues. With a mobile 
workforce (or, more accurately, a re- 
mote one), out of sight can be out of 



mind. Making sure you have an easy 
and consistent way to find folks that 
need help can do wonderful things 
with regard to keeping things intact." 

Info-Tech's Battista emphasizes the 
importance of education and training. 
As with any complex work process, 
ongoing education will help improve 
ROI, but this is particularly pertinent 
with policy enforcement. Many or- 
ganizations, regardless of whether 
they have formal or informal policies 
about how to safely use mobile tech- 
nology, have only one person who 
knows the policies inside and out: 
whoever created the policies. The full 
potential of a mobile workforce won't 
be realized until its members are 
working in a cohesive manner that is 
in line with the company's standards 
and practices. Is it acceptable to load 
games on a device used for work? 
What steps need to be taken to secure 
communications beyond the firewall? 
All of this requires education, and 
it's doubly true for mobile workers 



given that their independence from 
the workplace may foster a sense of 
relaxing the rules. 

Before jumping to throw money 
at perceived deficiencies in mobile 
workforce deployment, though, it's 
important to try to see the largest 
picture possible. Understand what 
pieces will not only matter most in 
the company's future, but also which 
elements can be adequately tackled 
by IT because no group can realisti- 
cally handle everything. 

"The problem that enterprises are 
having is that mobile technology has 
changed so quickly over the last 18 
months that they don't know where 
to start," says Paul DeBeasi, research 
vice president with Gartner ( www 
.gartner.com ). "Pick an area: mobile de- 
vice management, security controls, 
application development, wireless 
infrastructure. Just about every en- 
terprise is missing in some aspect of 
those. It's because the rate of change 
is happening faster than the rate at 
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which the enterprise can adapt to 
that change. They can't get their arms 
around all of these pieces/ 7 

How should executives determine 
where to place their focus? To begin, 
don't stare too hard at individual 
hardware technologies. They're too 
fleeting. Instead, as IDC's Mehra 
recommends, focus on user iden- 
tity and the task at hand. Who is the 
user, what rights should he have, 
and what data should that user have 
in hand or in flight? By starting with 
this in the center and then working 
outward, businesses are more likely 
to apply their mobile workforce 
budget into areas with the greatest 
long-term benefit. 

POSSIBLE OVERINVESTMENTS 

While attempting to get a grasp of 
all those mobile workforce pieces, it 
may be tempting for CIOs to take a 
shotgun approach to the problem and 
simply throw money at everything. 
This is unnecessarily costly. Similarly, 
companies may latch onto the trendy 
technology of the month and invest 
in it based on perceived value rather 
than well-defined, proven value. 

One example might be mobile vid- 
eoconferencing. Enderle points out 
that if technologies such as videocon- 
ferencing aren't actively promoted 
and taught throughout the mobile 
workforce, various points of resis- 
tance (including having a feature mis- 
matched with the real business needs), 
will result in funds being wasted. 

Gartner's Paul DeBeasi believes it's 
still too early for the world of mo- 
bile workforces to have seen much 
overinvestment. He says enterprises 
have had "non-justified overexpecta- 
tions that certain technologies will 
help them." 

"Time and again," DeBeasi says, 
"I talk to enterprises that have the 
idea that if they could only buy a mo- 
bile device management tool, their 
problems would be solved. So most 
people are out evaluating MDM solu- 
tions. But the real problems are much 
deeper than that." He explains that 



» Gartner Mobile Expense Management 



As this Gartner illustration shows, mobile expense management spans a range of 
functions, each of which carries its own costs. Managers risk ballooning expenses if 
any of these items is given insufficient attention. For instance, if retirement is brushed 
aside, the company risks seeing the data on that device turn up on eBay 




» Gartner Architecture and Security 



One of the most important workforce cost decisions will be how data gets 
secured. No one argues that keeping data in the cloud is a more secure 
alternative to allowing data to reside on local end points, but the costs for 
that security may prove significantly higher. 





Local Storage 

• Resident mobile application 

• Client-hosted virtual desktop 



IMPACT 



• More security risk 

• Less network dependence 



Remote Storage 

• Mobile Web application 

• Server-hosted virtual desktop 

• Server-based computing 



IMPACT 



• Less security risk 

• More network dependence 



Source: 201 1 Gartner, Inc. and/or its affiliates. All rights reserved. 
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"I see corporations looking at it as needing 
less overall physical infrastructure by al- 
lowing more mobility, whether it's allow- 
ing folks to telecommute, work remotely, 
or whatever. You're about to reduce your 
physical infrastructure, your office space, 
your number of offices, and the associated 
expenses for electricity, food, cafeteria, air 
conditioning." 

Rohit Mehra 

vice president, network infrastructure, IDC 

"Begin with data mobility Begin with the 
information. Don't worry so much about 
the device, because in the final analysis, 
you may not own the device now or 18 
months from now. But you will own the 
data, and you need to understand where 
data is located." 

Paul DeBeasi 

research vice president, Gartner 



people need to consider policy issues, 
security, applications, and the wire- 
less network. "So rather than anyone 
over investing," he says, "they have 
expectations that don't match reality." 

Perhaps the top item on the list 
of unrealistic expectations is antici- 
pating mobile applications will work 
like their desktop counterparts. Just 
because an app exists in the mobile 
space doesn't mean that it will per- 
form in a familiar way. Functionality 
could be crippled, or at least addi- 
tional user training may be required. 

UNEXPECTED GOTCHAS 

A December 2011 report from iPass 
( www3.ipass.com ), "The Well-being 
of the Mobile Workforce," painted 
a grim picture of the "dark side" of 
mobile workforces. With the extra 
flexibility of mobility often comes an 
increase in total work time, with 47% 
working an extra five to 10 hours per 
week and 26% working an extra 15 to 
20 hours. Nearly half of those in the 
latter group reported being unable 
to balance work and home commit- 
ments. One-quarter of those working 
20 more hours per week reported 
working in the middle of the night on 
a daily basis when unable to sleep. 

Clearly, such overwork can have 
a deleterious impact on working 
morale, health, and effectiveness. 
Companies should take a long, honest 
look at their mobile workers' habits 
and make sure that their habits are in 
the best interests of both the worker 
and company over the long run. 

In terms of devices supported, 
businesses are likely to find that the 
more personal devices they allow 
workers to use for work, the greater 
the headache created for IT. This in- 
cludes both onboarding as well as 
ongoing tech support. Also consider 
additional security measures that 
need to be taken for multiple device 
types and platforms. For example, 
will investments in antivirus and 
VPN solutions for iOS and Android 
devices help when employees want 
to use their new Windows 8 devices? 



Another pitfall may be changing 
price models within the services sup- 
porting the mobile workforce. Gartner's 
DeBeasi holds up the example of cel- 
lular carriers moving from flat rate 
pricing to a pay-per-usage model. 
DeBeasi's figures show how an em- 
ployee watching one standard-defini- 
tion video per weekend over Netflix on 
his company-paid $10-per-gigabyte-of- 
overage data plan can rack up $80 in 
data charges, and that's before email, 
file transfers, and any other actual work 
use. Such fees will become increasingly 
common for companies that allow em- 
ployees to mix work and personal use 
on their devices. 

"Security is the top concern with 
enabling a mobile workforce, yet a lot 
of organizations aren't doing much 
about it," says Battista. "Implementing 
third-party mobile device manage- 
ment solutions can help, making it 
easy for an IT department to limit 



what devices can do or remotely 
wipe them if something goes wrong. 
Training is also essential here. For ex- 
ample, one of the only areas in which 
mobile devices are actually less se- 
cure than traditional computers is in 
physical security — they're easier to 
lose. We don't yet have technology to 
automatically detect if a device is in 
a user's pocket or in a burglar's sack 
of stolen goods, so it's still up to the 
owners of the technology to manually 
practice good security." 

MOBILE DEVICES 
ARE WORTH HAVING 

Despite all of the costs, though, 
mobile workforces are worth the 
trouble. The independence, flex- 
ibility, and additional revenue they 
can provide are more than worth 
their costs if those workforces are 
implemented with careful, long- 
term planning. 
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Mobile Business 
Intelligence 

Data On The Go To Push Your Company Forward 



Business intelligence is nothing 
new to many organizations, and 
desktop-based solutions have been 
around for quite some time. One 
thing is new, though: Vendors that 
have built out their desktop BI of- 
ferings have also been working on 
mobile-based solutions. These mo- 
bile BI solutions take advantage of 
features specific to smartphones and 
tablets to provide information where 
and when it's needed. 



According to Joao Tapadinhas, 
research director at Gartner ( www 
.gartner.com ), "almost every [BI] 
vendor has a mobile BI solution," 
which means that companies today 
have plenty of options. Some solu- 
tions are more generic and others zero 
in on specific uses, but all of them 
provide beneficial information for 
companies in almost any industry. 
We'll explain how you can use mobile 
BI to improve your business processes 



and ensure your company's success 
for years to come. 

MOBILE BI USE CASES 

Companies that will get the most 
out of mobile business intelligence are 
those that understand the many dif- 
ferent applications for the technology 
as well as the best iteration for their 
needs. It's not what kind of informa- 
tion they can use, it's what they will do 
with the mobile BI solution and what 



Key 
Points 



Exam i ne the most com- : : : 

mon use cases for mo- ••• 

bile business intelligence ::: 

and find the one that fits ::: 

your needs. But don't be \\ 

afraid to come up with ••• 
new ones as well. 



Consider the types of information 
you can gather with mobile BI that 
you can't get with desktop-based 
solutions and determine whether 
you can get that functionality from 
a desktop vendor's mobile offering 
or a separate solution. 



Customize your mobile 
BI solution as much 
and as often as possible 
to improve the user 
experience and make 
access to data easier 
and more intuitive. 



Don't assume that mobile 
B I is only a fit for certain 
industries. Most companies 
can find ways to leverage 
business intelligence to 
build stronger strategies and 
improve business processes. 
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the use case is," says Tapadinhas. He ^^^^^ "[Business intelligence] is about the 

also points out that while vendors and ^HB i . . i t r ■ i i 

companies are coming up with then IL «M value to the user. If the organization has 

own new use cases every day, com- a mobile or remote workforce that is in 

panies should be aware of the most .2^^ need of analytics, I would push as much 

popular implementations. ^9m^L^ / ^ r «i i i rr ,1 11. .1 

One particular use case-one [as pOSSlble] off the desktop tO those fflO- 

that Tapadinhas says is ''driving bile users. Retail is an excellent example, 

the market" -consists of using mo- Help customer care with information 

bile BI as a management dashboard. -. . , (1 

Management dashboards provide ab ° Ut St ° ck ' Specials, etc. OR the show 

a wealth of information for a va- floor rather than pulling people to the 

riety of different topics, such as data register or another terminal." 

center performance or even ware- 
house workflows. By using mobile ]oht\ Myers 

BI to leverage these types of tools, senior analyst, Enterprise Management Associates 
you can give users "an interactive 
and engaging visual experience that 
we except from a mobile device, but 

now with business information/' frustrate user experiences, because Associates ( www.enterprisemanage 

says Tapadinhas. it's not really optimized for a mo- ment.com ). You can still grab crucial 

A similar use case allows com- bile device." customer information, data about in- 

panies to optimize the business The last use case Tapadinhas dustry trends, and other data that can 

processes of workers in the field. pointed out is for companies that be used to push your company for- 

For example, Tapa- want to use mobile ward and provide new business op- 

dinhas recounts BI for analytics or portunities. And, depending on your 

a trip he took to Y U an till ab SS ^ °^ 0t ^ er device's network connection, you 

Chile where a taxi # o mobileapplica- can access this information almost as 

driver "had a tablet crucial customer inf or- tions. For instance, quickly on a mobile device. Plus, mo- 

in the car that he mation data about y° u can em bed bile BI can also provide other types of 

used to understand indu tlV tT nd and business intelli- information in ways that can't neces- 

how much revenue J ' gence into your ex- sarily be done on desktop platforms, 

he might get if he Other data that Can isting applications "What you get is added geoloca- 

achieved a target." |}g \xsed tO push yOUT or ta ^ e advantage tion data for the device being used," 

The driver was mTnnanv f nrwaTY l anr 4 of BI tools built says Myers. "You can put that infor- 

using business in- ^inpcu iy iui vvcuu cu lu intQ CRM and Qther mation into context G f the analytics. If 

telligence to deter- provide new business commonly used a customer is using their smartphone 

mine when his shift Opportunities. programs. These and you know the location, you can 

should end and how tools will provide make specific location-based service 

many more fares he thesametypesof options. If a sales rep or customer ser- 

would need to reach information you vice member is using a core device, 

his revenue goal. might expect from any other BI so- you know not only location, but [also 

Another example of a mobile lution, but help gear it more to- the] identity of the sales rep's pat- 

BI use case is with content mobi- ward that specific application. terns. Both of these can be added into 

lization. This is much less com- the equation where a static desktop 

plex than creating a management INFORMATION ACCESS & solution tells you more about what 

dashboard or other tool for mo- LOCATION-BASED BI city or ZIP code the analysis is being 

bile use, and instead is designed to The great thing about mobile busi- performed in." 

merely make sure that the BI con- ness intelligence is that "there really 

tent you already have is mobilized isn't a type of information you can't SUITES VS. SPECIALIZED 

and accessible on tablets, smart- get on a mobile BI platform that you SOLUTIONS 

phones, and other mobile devices. can get with a traditional desktop Many vendors offer mobile ver- 

However, Tapadinhas cautions that solution," says John Myers, senior sions of their desktop-based busi- 

this type of implementation "might analyst at Enterprise Management ness intelligence solutions, some 
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of which are simply mobile views tools, but instead by the strategy of a BYOD (bring your own device) 

while others are native applications, that the company has and the ob- policy. Additionally, many mobile 

so that would be a good place to jectives that it's trying to achieve. BI solutions offer customization 

start. But depending on what types If you need mobile analytics or options so users can quickly ac- 

of information you are trying to col- other use cases, then you would cess data and know exactly what 

lect, you might wonder whether or need to look they're looking at. 

not you can get the functionality you deeper into the It all comes down to 

need from a packaged BI suite or if tool's capabilities what your employees 

you'll need to invest in individual- to make sure it fits rj-* i , . , -i are comfortable with, 

ized solutions. your needs." 1 He Ultimate goal "Customized pre- 

The truth is that there isn't one of mobile business sentation lavers are 

solid answer, because it ultimately CUSTOMIZE intelligence is to not one °^ as P ec * s 

depends on your specific use case, THE USER , ° brought forward from 

but luckily there are multiple op- EXPERIENCE Only prOVlde mobile traditional desktop 
tions available. "There are all-in-one If for any workers with easy BI platforms," says 
solutions that cover both traditional reason a mobile aCCeSS to information Myers. "Also, 'telling 
desktop and mobile BI," says Myers. business intel- •« • i u a s * or y' with a par- 
"However, there are solutions that ligence solution * * • It IS aiSO aDOUt ticular dashboard or 
can meet special requirements for just doesn't quite providing an eXperi- presentation layer has 
connectivity — for example, special fit, keep in mind ence that will COn- always been a hall- 
hardware with radio connectivity — that most of these -. ? mark of data visual- 
that meet particular needs." tools offer some V1RCG yOUf WOrKTOrCG ization tools. I always 

Tapadinhas says that most mo- form of custom- to take advantage of recommend organi- 

bile BI solutions available on the ization that may -j-J^g jgj solutions VOUT zations to make their 

market are for a generic purpose, move them closer . . data visualizations 

which means they can be imple- to your require- o lids resonate with their 

mented in a variety of use cases. ments. And most invested in. user base rather than 

But he does add that some tools vendors also offer take the stock config- 

are better designed to support cer- different versions urations." 

tain types of information gathering of their solutions 

than others. "For the two main dependent on operating system, A FIT FOR ALMOST 

use cases, pretty much every tool so those solutions are specifically ANY COMPANY 

will deliver management dash- designed to work both with de- The ultimate goal of mobile 

board and worker reporting," says vices deployed by your organiza- business intelligence is to not only 

Tapadinhas. "It's not limited by the tion and devices introduced as part provide mobile workers with easy 

access to information; it is also 
about providing an experience that 
will convince your workforce to 

"Companies look for mobile BI solutions take advanta s e of the BI solu _ tions 

1 your organization has invested in. 

J % X \ that fit their existing BI strategy. I don t « Mobi i e BI is more about ease of 

W j See tOO many Companies that foCUS On BI use, easy access, and information 
WkJ Capabilities trying tO Start With mobile Pervasiveness than mobility " says 

1 i • i • • i r Tapadinhas. You don t need to be 

BI. The capabilities they look for are the a company with pe opie working on 

ability tO integrate With the existing BI the road or with large warehouses 

platform, being able to access the exist- where P eo P le move around to r use 

| ° mobile BI. It s a great way of in- 

ing BI content from the company data creasing the return on inV e S tment 
sources, and the ability to deliver man- of existing bi platforms because 
agement dashboards." with these tools and due to their 

° ease of use, they'll be able to attract 

Joao Tapadinhas new users and that's always good 
research director, Gartner for a BI environment." 
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Target: App Attackers 

How Malicious Users Set Their Aim On Apps 



Securing desktop computers is a 
battle companies have fought for years. 
Increasingly, though, businesses are 
turning their attention to doing the 
same for mobile devices, including 
by addressing threats related to mo- 
bile apps. The following details how 
hackers use malicious apps and what 
companies can do about it. 

STATE OF ADDRESS 

Mobile device apps are a major se- 
curity concern due to the threats they 
pose related to enterprise networks 
and because so many users down- 
load apps from application stores, 
says Nitin Bhas, senior analyst with 



Juniper Research ( www.j un iperresearch 
.com ). Some uncertified third-party 
apps are actually malware or spyware 
that retrieves email, messages, call 
history, client lists, and other data. 
Further, some unsecure mobile apps 
are marketed as business or personal 
apps but carry malware that can 
transform the device "into a gateway 
for Trojans and viruses to enter the 
enterprise network" or "cause data 
leakage or exposure," Bhas says. 
Other malicious apps, meanwhile, can 
locate and track the movements of de- 
vices and their users. 

Attacks on mobile apps con- 
stitute "an area where we're all 



learning," says Monica Paolini, 
founder and president of Senza Fili 
Consulting ( www.senzafiliconsulting 
.com ). "Unfortunately, that applies 
to hackers and hacktivists, too, so 
we should expect an escalation 
in security threats in the future." 
BYOD (bring your own device) pro- 
grams, she says, make the learning 
process more complex, but "even- 
tually, the enterprise cannot and 
will not revert back to approaches 
that restrict choice and function- 
ality and may overall increase 
costs." Better network intelligence, 
she says, is the key to the learning 
process. 



: Various forms of malicious 

: apps include those that deliver 

; payloads onto the user's device 

Iwjf to retrieve data that the mal- 

POlfltS. . ware returns to the attacker. 



Data that malicious apps target 
include email, contacts, call 
histories, client lists, and geo- 
location data. Some apps also 
target corporate networks. 



Companies affected by 
attacks related to mali- 
cious apps stand to 
lose data, money, and 
reputation. 



Ultimately, em- 
ployees play an 
essential role in 
guarding against 
malicious apps. 
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WHAT'S AT STAKE /^/^^^^ "They can make money through premium 

"Attackers are primarily finan- / fj | k SMg fmud Qr b C0 H ect ing mobile banking 

cially motivated, says Micnela / f< * tf*M H J ° ° 

Meriting, senior analyst, cyber se- I *s^| ■ information. 

curity, with ABI Research ( www.abi '1 Michela Menting 

research.com ). 'They can make money < senior analyst, cyber security, ABI Research 
through premium SMS fraud or by 
collecting mobile banking informa- 
tion/ 7 They also harvest data from ^^^^ 

devices and sell it on the digital black ^flP^ Man ^ SMBS sim P 1 Y d ° n * haVe a Security 

market, she says. "Personal data is a M H^k policy for mobile apps/ data aCCeSS and 

lucrative commodity that sells reia- K^^.JM don't recognize the value of information 

tively well depending on the details ^Mk/**^ J^SU i 

collected," she says. ^^tWW S St ° reC * 011 device. 

In general, companies stand to lose ^^S^^ Tim Shepherd 

their data, money (tracking and data- senior analyst, Canalys 
wiping costs, fines, liabilities, etc.), 
and reputation (lost clients, customers, 
and commercial relationships). Bhas 
says such damage is one of the most 

underestimated risks that enterprises history, and geolocation data. 'The DoS (denial of service) and other at- 

face, as unauthorized access to com- most common malware are spyware tacks against the mobile network it- 

pany data via mobile devices can and premium SMS fraud," Menting self, she says. 

"lead to billions of revenue loss." says. "However, there has been Yet another attack type that has 
Tim Shepherd, Canalys (www a rudimentary adaptation of more been mostly inactive to date but can 
.canalys.com ) senior analyst, says or- complex PC-based malware, such as be effectively executed on mobile 
ganizations have a clear responsi- phishing and spam threats." Mobile devices and could have a major im- 
bility to invest in security and device Web browser and QR code exploits pact, Menting says, involves espio- 
management solutions to prevent can also deliver malicious payloads. nage, including by rival companies, 
and handle such threats. According Malicious apps typically become "Specially written malware could ac- 
to Shepherd, "there available as free apps tivate the camera and microphone 
are significant cost im- through third-party to record sensitive information or al- 
plications to dealing m app stores that lack a ternatively connect to the corporate 
with the consequences Mobile Web thorough vetting prac- Wi-Fi and then start snooping around 
of a successful attack, bfOWSGr and QR tice or tnat serve as me network looking for valuable in- 
ranging from a poten- i pvr| i nifc „ n fronts for spreading formation," she says, 
tial need to replace ex P AUAlb Ldn malicious apps dis- 
hardware to a need also deliver mali- guised as legitimate WHAT TO DO 

to invest in PR where ciOUS payloads. apps. Companies, Shepherd says, should 

data loss, for example, Paolini says third view employees generally the same 

has become public or parties can also insert as they do consumer app users, 

known to customers." malware into legitimate "They're effectively the same people, 

For SMBs particularly, "reputation apps and then promote the modi- and the BYOD trend . . . ensures that 

is critical," he says. Succumbing to fied versions. Granting permission there are few hard and fast differ- 

a preventable cyber threat due to to collect and transmit data from the ences in terms of their susceptibility 

lax security "could be severely dam- device can subsequently lead to ex- to attack," he says. Though compa- 

aging," Shepherd adds. posure and loss of privacy and data. nies might place restrictions on de- 

Elsewhere, some malicious apps target vice usage for work purposes, he 

HOW APP ATTACKERS ATTACK enterprise networks to acquire corpo- says, most employees will download 

One way a mal ware-infected mo- rate data. While a connection to the apps from consumer app stores, thus 

bile app attacks is by delivering a ma- enterprise may be protected (via VPN, opening the device and company to 

licious payload that tracks, records, for example), Paolini says, the entry potential risks. 

and transfers device-stored contacts, point of the attack (the device) is more "SMBs need to better understand 

email, logins, passwords, browser difficult to secure. Also worrisome are their risk profiles. Many businesses 
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are still assessing what policy to 
adopt/' Shepherd days. "Many SMBs 
simply don't have a security policy 
for mobile apps/data access and 
don't recognize the value of informa- 
tion that's stored on their device." 
Businesses of all sizes, Shepherd 
says, must become more open to 
implementing policy that enables 
employees to be productive while 
ensuring data is secured, and SMBs 
must recognize the reality of today's 
environment because they can't af- 
ford to ignore the threats. 

In terms of tools, Menting says, 
implementing a mobile antivirus so- 
lution is a first step to thwarting mali- 
cious apps. Paolini says that although 
antivirus software is well-established 
among PC users, mobile subscribers 
don't actively take steps to protect 
their devices and data, possibly be- 
cause security hasn't been a major 
issue in this area to date. "But this 
is bound to change as more sophis- 
ticated mobile devices are adopted, 
more data traffic is generated, more 
applications are developed and 
downloaded, and as mobile networks 
move to IP platforms from closer, 
more-difficult-to-penetrate legacy 
mobile networks," she says. 



Elsewhere, Menting says, authenti- 
cation solutions are also critical when 
using devices for business. "This 
can include using password or PIN 
protection, auto-lock 
features, two-step veri- 
fication codes, or multi- 
token authenticators," 
she says. Additionally, 
privacy apps can pro- 
tect against phishing 
websites and SMS at- 
tacks, but arguably the 
most important thing 
is using anti-theft, 
backup, and recovery 
tools that can enable geo-tracking 
of lost devices, remote locking, data 
wipe, and automatic backup on a re- 
mote server, she says. 

Bhas recommends having all re- 
quired devices audited, managed, 
configured, and protected to help 
ensure devices aren't jail-broken, 
unwanted or malicious apps are 
removed, and IT or administrators 
have visibility "in order to deliver 
more secure configurations and 
policies." Individually, enterprises 
must implement their own policies 
concerning access to data and data 
leakage, Bhas says. 



Enterprises must also be aware 
of the various activities occurring 
on employees' mobile devices, in- 
cluding activities related to email, 
file and document 
storage, and installed 
apps, Bhas says. The 
expectation is mobile 
device management 
platforms will be the 
umbrella under which 
security and manage- 
ment functions will 
fall, including policy 
management, strong 
authentication for se- 
cure access, data protection, and de- 
vice protection, Bhas says. 

Ultimately, employees play an 
essential role in guarding against 
malicious apps. Menting says 
"they're the ones that will allow 
malware in, whether they realize 
it or not. By training users on cor- 
rect security practices and making 
sure they understand the poten- 
tial threats, SMBs can help mini- 
mize the risks." Incident response 
is equally important. "Breaches 
will occur, even to the most astute 
observer. It's therefore important 
that the employee knows the ap- 
propriate response procedure, as 
well. This will help contain what 
could otherwise be a highly dam- 
aging breach," Menting says. 

PROACTIVE APPROACH 

Long-term success of any secure 
mobile framework will depend 
heavily on its users, Shepherd says. 
As threats become more prevalent, 
employees will be forced to be more 
cautious when using mobile de- 
vices. Shepherd days a similar sce- 
nario will pattern that of desktop 
computer usage where early users 
weren't aware of security threats, 
while today's today users are very 
familiar with the need for secu- 
rity software. Mobile device se- 
curity will need a more proactive 
approach by businesses and em- 
ployees, he says. 




Some mobile apps can carry malware that 
transforms the device "into a gateway for Tro- 
jans and viruses to enter the enterprise net- 
work" or "cause data leakage or exposure." 



senior analyst, Juniper Research 




Attacks on mobile apps constitute "an area 
where we're all learning," including for 
"hackers and hacktivists, too, so we should 
expect an escalation in security threats in 
the future." 



Monica Paolini 

founder and president, Senza Fili Consulting 



Ultimately, em- 
ployees play an 
essential role in 
guarding against 
malicious apps. 
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Smartphone Upgrades 

When It Is (& Isn't) A Good Time To Update Your Smartphone 



It is the best of times and it is the 
worst of times to own a smartphone. 
Without a doubt, today's smartphone 
users benefit from an explosion of 
available apps and more computing 
power than what many PCs had just 
a few years ago. But it is also a dif- 
ficult time when trying to decide if 
you need an upgrade. OEMs consis- 
tently launch phones packed with 
what they say are "next generation" 
features and computing power, while 
the real benefits of making the switch 
are not always apparent. 

There are certainly times when up- 
grading your smartphone can make a 
lot of sense, of course. Only an OS or 
hardware upgrade, for example, might 
be necessary to run certain apps you 
need. But at least as often, users often 
confuse "nice to have" with "must 
have" features and end up investing in 
something that just does not work that 
much better than their old smartphone 



did. To get around the conundrum, here 
are some things to keep in mind when 
deciding when it is and isn't time to in- 
vest in something better. 

MAKING THE OS JUMP 

Whether your smartphone is run- 
ning an older or a recent version of 
the OS it supports, upgrading to the 
latest release makes good sense. A 
case in point is Google's Android 4.1 
(aka Jelly Bean). It definitely will tax 
older smartphones' CPU resources 
and memory to run it, but older and 
newer Android devices will benefit 
from better animations, user feed- 
back, and other features. 

However, upgrading to a new OS 
has its caveats. The new OS can delete 
existing apps and data, or in the worst 
case, cause the device to crash beyond 
recovery, although this rarely hap- 
pens. A rule of thumb is to back up 
your data before installing a new OS 



(hopefully you are backing up your 
smartphone's data regularly, anyway) 
in case the new OS installation re- 
moves any of the data you need. 

DO YOU REALLY NEED 
THAT 8 MP CAMERA? 

Users continue to invest in PCs with 
faster CPUs even when they only run 
basic office and Internet applications 
and notice little, if any, performance 
improvements. Similarly, in the mobile 
space, your basic email, calendar, or 
Web browser apps are not going to run 
that much faster after upgrading to a 
1.4GHz from a 1GHz processor. 

Vendors also try to convince users 
to upgrade their devices based on 
smartphone-specific hardware fea- 
tures that they claim are important 
without making a solid case why 
you need them to work better. Bigger 
screens or cameras with more mega- 
pixels are a case in point. For work 
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use, it almost goes without saying 
that neither of these "improvements" 
will help you work faster or smarter. 
A larger screen will likely also result 
in an extra drain on the battery. 

FASTER NETWORK SPEEDS 

U.S. carriers have certainly made 
significant improvements to their cel- 
lular networks during the past few 
years. As an example, users have seen 
download speeds of well over 6.4Mbps 
when switching from 3G to newer- 
and-much-f aster 4G networks. Users 
who consistently download large files 
or stream video feeds to their smart- 
phones are definitely able to benefit 
from upgrading to devices that can 
take advantage of fast network speeds. 

However, once again, the useful- 
ness of the feature depends on what 
you use your smartphone for. Being 
able to download your push email 
faster or quicker access to Web 
browser content may not be worth 
the upgrade cost for many users. And 
for users who need to conserve their 
smartphone battery life for as long as 
they can, 4G networks can drain much 
more power than 3G connections do. 

TIMING THE UPGRADE 

Phone carriers have largely subsi- 
dized the smartphone boom by selling 
devices below their suggested manu- 
facturer retail price in order to entice 
customers to buy into their often costly 



data service plans and two-year con- 
tracts. An upgrade can certainly make 
sense at the end of the contract period, 
but before that, paying a hefty pre- 
mium for a new device or OS becomes 
a very expensive proposition. For en- 
terprise buyers who are outfitting hun- 
dreds or even thousands of users, the 
price gouge is compounded. 

Vendors and carriers, of course, will 
always tout the new features of their 
new devices as major advances in mo- 
bile technology. But for the reasons de- 
scribed above, a new processor, screen 
size, or other hardware upgrade is prob- 
ably not going to improve your mobile 
computing experience enough to com- 
pensate for the hefty markup you pay 
for a new device purchased before the 
contract period is over. 

Many users also hesitate to upgrade 
when their contract period is over, 
hoping that a new "next-big-thing" 
smartphone launch is just around the 
corner. Many users do this because 
they have been burned before, such as 
when they are locked into a new con- 
tract just weeks before a phone goes 
on sale with much better features for 
the same price. 

But guessing when a much better 
phone will launch is often like trying 
to guess when a company's share price 
is going to go up. Even journalists who 
obsessively track smartphone releases 
usually do not know when a vendor 
will launch a new phone with major 



improvements. So once the contract 
period is over, it is usually best to up- 
grade to something new you need 
now, instead of waiting for when and if 
something better becomes available for 
the same price. 

THE BACKUP IMPERATIVE 

If you are not regularly backing up 
your smartphone's data to an enter- 
prise or cloud server, then download 
the right app now and begin making 
backups today. If your smartphone 
does not offer this capability, then now 
is the time to upgrade your device to 
begin making those backups. In fact, 
one of the most legitimate reasons to 
invest in an upgrade is to be able to add 
data-recovery security to the repertoire 
of available apps that your smartphone 
can run. The reason becomes painfully 
obvious once you lose your smart- 
phone that contains the only copies of 
your contact, calendar, and critical data. 

However, the upgrade you choose 
for backups should hinge on which 
solution offers the best fit with your 
company's network. Some enterprises 
have systems in place that automati- 
cally back up and store mobile data 
through cellular connections, but the 
new phone you choose will require an 
OS that is compatible with that soft- 
ware. If your enterprise does not have 
a backup system in place for mobile de- 
vices, cloud alternatives exist for mul- 
tiple platforms. 



> Future Snapshot: 
Smartphones In 2016 

According to IDC, 
global smartphone 
shipments will see a 
12.7% compound an- 
nual growth rate overall 
between 2012 and 
2016. This chart shows 
the breakdown by OS 
as forecast for 2016. 



BlackBerry OS 



Others 

3.0% (-5.4%CAGR) 




> A Few Specs To Watch For 

CPU: Processors with clock speeds around 1.5GHz are 
excellent. Look for dual-core CPUs for better multi-tasking; 
some smartphones even sport quad-core CPUs. 
Memory: Try to find a smartphone with at least 1 GB 
RAM; 2GB is better and is becoming more common. 
Storage: Although sometimes referred to as "memory," in- 
ternal storage is a separate category Many smartphones 
have at least 8GB of storage these days; some have 
16GB or more. If you expect to need more, get a phone 
with more at the outset or one with a memory card slot. 
Battery: Longer life per charge is obviously better, so 
compare before buying; 8 hours is common, but many 
smartphones offer around 12 hours. 
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Faster, Smarter 
Customer Reach 

Near Field Communication Approaches Mainstream 



A BILLBOARD ADVERTISEMENT for a 

luxury sports car you were dreaming 
about catches your eye as you wait in 
line for a taxi. The ad displays a website 
URL for information about a test drive, 
which you copy onto your smartphone 
by physically pressing it against the dis- 
play. After getting in a cab to go to a 
trade show, you access the Web address 
on your smartphone to schedule an ap- 
pointment at your local car dealership 
the next day. You then pay the fare and 
tip by once again holding the phone 
against an electronic tag that is inside 
the cab as the driver lets you off in front 
of the convention center. 

You exchange contact and other 
information throughout the day by 
touching your phone against name tags 
and booth kiosks. You use your smart- 
phone to buy a sandwich for lunch and, 



at the end of the workday, check into 
your hotel and, later on, pass through 
the ticket gate at an NBA basketball 
game. You do all this without ever 
having to pay with cash, use a credit 
card, or even reach for your wallet. 

The scenario illustrates what ana- 
lysts say will become an increasingly 
common way for consumers to pay 
for things and access information: by 
adopting NFC (near field communi- 
cation) technology. When and if NFC 
becomes as ubiquitous as Bluetooth 
and other wireless technologies are, 
enterprises could reap great rewards 
by using the technology for marketing, 
identification, and retail applications. 

THE TECHNOLOGY PRIMER 

NFC technology is based on a chip 
design and wireless standard that pro- 



ponents say offer advantages that are 
lacking in competing wireless technolo- 
gies, such as Bluetooth, SMS, RFID, or 
SMS connections. NFC's main feature is 
its relative rapidity and ease of use. By 
removing the need to wait for a hand- 
shake with another device or requiring 
additional user input, NFC's data 
transfer is almost immediate; the user 
only has to place the NFC chip against 
an NFC reader (or within a 20cm dis- 
tance) to initiate an almost-immediate 
data transfer. 

While the technology has existed 
for a number of years, its more rapid 
adoption recently is attributed to the 
use of a single NFC standard. Many 
enterprises initially balked at the risk 
of using a technology based on dif- 
ferent and often proprietary flavors 
of NFC that were often incompatible. 
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'The biggest thing you need to outfit 
employees with is the phones themselves 
[for enterprise use]. However, while a 
majority of companies are shifting over 
to BYOD mobile strategies, I expect to see 
employers wait for NFC to saturate the 
consumer market first/ 7 

Jeffrey Hammond 

principal analyst, Forrester Research 

'Tour phone becomes your ticket, and by 
bumping it to a device or passing close 
enough for the device to be read, you are 
green-lighted for entry" 

Clive Longbottom 

analyst, Quocirca 

"It now looks increasingly likely that 
adoption will accelerate in the one impor- 
tant segment of the market, which is the 
mobile phone. All major smartphone ven- 
dors, with the notable exception of Apple, 
have shipped NFC handsets." 

Mark Hung 

analyst, Gartner Research 



But now that the standards issue 
is resolved, NFC's low price makes 
it especially enticing. OEMs are also 
increasingly equipping smartphones 
with NFC devices, a measure that is 
also stoking growth. According to 
Forrester Research ( www.forrester.com ), 
NFC-equipped handset shipments 
worldwide are expected to more than 
double to 80 million units this year 
compared to 35 million units shipped 
in 2011. Consumers are thus increas- 
ingly able to use NFC-enabled smart- 
phones to connect to NFC readers 
that are attached to clothing, fast- 
food restaurant counters, ticket gates, 
billboard advertisements, and other 
objects. 

"It now looks increasingly likely 
that adoption will accelerate in the 
one important segment of the market, 
which is the mobile phone," says 
Mark Hung, a research director 
with Gartner Research ( www.gartner 
.com ). "All major smartphone ven- 
dors, with the notable exception of 
Apple, have shipped NFC handsets." 
Manufacturers will also increasingly 
embed laptops, tablets, and other de- 
vices with NFC chips. 

BEYOND PAYMENT 

NFC's wide-scale adoption does 
not completely hinge on its success 
as a means of payment, despite the 
hype. Merchants' and advertisers' 
use of the technology to engage and 
share information with customers is 
another example of an application 
that should eventually see large-scale 
adoption. At kiosks or billboard dis- 
plays, consumers will be prompted 
to use their NFC-enabled devices to 
upload content such as coupons or 
product information. 

Ticket entry is another prom- 
ising application for NFC, says Clive 
Longbottom, an analyst for Quocirca 
( www.quocirca.com ). "Your phone be- 
comes your ticket, and by bumping 
it to a device or passing close enough 
for the device to be read, you are 
green-lighted for entry," Longbottom 
says. "This then passes on to a more 



advanced form of entry, such as se- 
curity at airlines gates. Your phone 
becomes your boarding card, which 
gets you through . . . initial entry, 
check-in, and baggage security, and 
onto the plane itself." 

ENTERPRISE INTERNAL 

Enterprises can also potentially 
benefit from the use of NFC beyond 
sales and marketing applications. As 
an internal security-check technology, 
for example, card-based NFC devices 
can be used to log the movement of 
employees, contractors, and visitors at 
an organization's facility. 

"A card-based NFC system could 
work well when combined with the 
actual physical use of the cards for 



swiping at defined points, such as 
where the user needs to be prompted 
when entering a specific type of se- 
cured area," Longbottom says. 

Eventually, enterprises could save 
money by relying on employees' de- 
vices as part of a BYOD (bring your 
own device) policy if and when NFC- 
enabled smart phones become the 
norm. "The biggest thing you need to 
outfit employees with is the phones 
themselves [for enterprise use]," says 
Jeffrey Hammond, a principal analyst 
for Forrester. 

"However," Hammond adds, "while 
a majority of companies are shifting 
over to BYOD mobile strategies, I expect 
to see employers wait for NFC to satu- 
rate the consumer market first." 
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Wireless Charging 

Advancements Bring New Promise For Smartphone Charging 



Wireless charging products, in- 
cluding charging mats designed for 
smartphones, have been available for 
years. The wireless charging industry 
now appears primed to take off in new, 
interesting directions, however. July 
2012 projections from Pike Research 
( www.pikeresearch.com ), for example, 
predict revenues from wireless power 
systems (mobile devices, consumer 
electronics, electric vehicles, etc.) will 
mushroom from $4.9 billion this year 
to $15.1 billion in 2020. If true, efforts 
currently in the works will likely play a 
significant role. 

One such effort is Qi (which is pro- 
nounced "chee"), an open standard 
championed by the Wireless Power 
Consortium ( www.wirelesspowerconsor 
tium.com ), an association of 127 com- 
panies with industry ties to mobile 
phone, consumer electronics, infrastruc- 
ture, semiconductor, component, bat- 
tery, and wireless power technologies. 



Notably, Qi removes a sizable obstacle 
that has slowed user adoption of wire- 
less charging solutions to date: compat- 
ibility among devices. 

THE QI WAY 

Established in 2008, the WPC pub- 
lished a low-power specification 
for Qi in 2009 for delivery of up to 
5 watts power. The WPC extended 
the specification in 2011 to medium 
power for delivery of up to 120 watts. 
In 2009, the WPC certified the first 
Qi-based product, and today, there 
are 110 consumer products carrying 
the Qi logo, translating to 8.5 million- 
plus units globally, including 6 mil- 
lion in the United States and 2 million 
in Japan. More than 120 companies 
support Qi, which is found in prod- 
ucts such as smartphones, charging 
pads, gaming controllers, Blu-ray Disc 
recorders, docks, automobile phone 
chargers, alarm clocks, and charging 



modules integrated into tabletops and 
furniture. 

In short, Qi uses magnetic induc- 
tion technology to enable charging 
devices without cords. Place a device 
using integrated Qi technology or a 
Qi accessory (such as an adapter) on 
a Qi-enabled charging surface and 
charging occurs. Qi stands apart from 
proprietary solutions in that any Qi 
device works with any Qi charger or 
surface. Thus, a smartphone from one 
manufacturer works with a charger 
from another, meaning a user could 
charge her Qi-enabled smartphone 
in, say, a cafe or airport where a Qi 
charger is available. 

Menno Treffers, WPC chairman, 
says Qi isn't "a proprietary system 
supported by one or two companies 
only. It's broadly supported in the 
industry, and that's really necessary 
to make this into something that will 
become broadly available." With Qi, 
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he says, ''you just put the phone on 
the desk. When it rings you pick it 
up. When you want to make a call, 
you pick it up, and all the time when 
it's on the desk it charges." 

Currently, a typical office-based 
Qi scenario might involve setting a 
Qi-enabled smartphone on a charging 
"plate" on a desktop, but someday 
that charger could be built 
into the desktop. "You just 
put the phone on the desk, 
which I do anyway, make 
calls and receive calls, and 
don't bother with con- 
necting and disconnecting 
the phone," Treffers says. 
The result is no longer wor- 
rying (at least as much) 
about battery life and the 
phone being constantly 
ready. Further, Qi can charge de- 
vices as quickly as a wired charger, 
Treffers says, as Qi's delivery of 5 
watts is "significantly more than 
what you get from a standard USB 
desktop PC port." 

SPREADING QI 

Qi, which translates to "vital en- 
ergy" from Chinese, is that it's a 
standard, something Treffers says 
enables driving down costs and get- 
ting suppliers and infrastructure 
players interested. "You can see that 
already now with Qi. I see so many 
companies investing in it." A recent 
example is Nokia's Lumia 920, a 
Windows Phone 8 smartphone with 
integrated Qi technology. The new 
Lumia 820 also supports Qi, albeit via 
a removable shell accessory. 

Additionally, Nokia is also part- 
nering with national cafe chain Coffee 



Bean & Tea Leaf to implement wire- 
less charging plates at various loca- 
tions. Treffers characterizes Nokia's 
announcements as "a tipping point" 
for Qi. Japan, however, is "past tip- 
ping point." Elsewhere, the Kitchen 
67 restaurant in Grand Rapids, Mich., 
recently announced it will enable cus- 
tomers to charge Qi devices via wire- 

The Wireless Power 
Consortium's logo for 
Qi, an open standard 
for wireless charging, 
indicates that a device 
uses the technology and 
is interoperable with 
other such devices. 



less charging technology integrated 
into tabletops. Reportedly, 120-plus lo- 
cations in Japan already offer Qi wire- 
less power charging stations in tables. 

"There are no inherent road- 
blocks the standard has to over- 
come," Treffers says. "The spec is 
available. We have the certification 
available. The ICs [integrated cir- 
cuits] are available. It's now just a 
matter of getting the products into 
the consumers' hands. The driving 
factor is the adoption of mobile 
phones as an integrated feature, not 
as a backdoor option or sleeve, but 
integrated into the phone." Treffers 
says Qi adoption is occurring faster 
than expected. "Compared to a stan- 
dard like Bluetooth, I think we're 
doing slightly better than what's 
been done historically," he says. 
Achieving mainstream acceptance is 
now a matter of phone manufacturers 



explaining Qi to users. "Consumers 
aren't interested in the standard 
as such. They want to see it imple- 
mented in the product." 

The WPC is now working to ex- 
tend Qi to deliver 10 to 15 watts. "For 
tablets, you need more than 5 watts 
to have a reasonable charging experi- 
ence," Treffers says. "The extension 
we're working on now will provide 
10 to 15 watts into the receiver, and 
that's something that becomes inter- 
esting for tablets." 

ALSO OF NOTE 

In addition to Qi there are other 
wireless charging efforts in the 
works. One attracting attention is 
Intel's ( www.intel.com ) Wireless 
Charging Technology, first demoed 
in 2008. In late August, Intel and 
Integrated Device Technology ( www 
.idt.com ) announced IDT will create 
chipsets supporting the technology. 
An Intel blog stated IDT's involve- 
ment "leads to a solution that isn't 
limited to inductive charging and 
'smartphone on a charging mat' 
usage." Further, IDT's resonance 
wireless charging technology "sim- 
plifies the way the PC charges the 
phone wirelessly." 

Intel says it is working with pe- 
ripheral makers, OEMs, and others to 
"deliver a cost-effective and simpler 
path to wireless charging." Usage- 
wise, Intel suggests imagining a 
wireless charging solution integrated 
into an Ultrabook. Upon starting 
WCT detection software, a user set 
a smartphone roughly an inch from 
the Ultrabook, after which "coupling 
takes place between the two devices 
and energy begins to seamlessly and 
wirelessly flow from the Ultrabook 
to the smartphone." Within an hour 
the smartphone would be sufficiently 
recharged to make it through the af- 
ternoon, according to Intel. IDT plans 
to deliver a full chipset solution for 
reference design by early 2013. Intel, 
however, isn't setting a timeframe 
for availability of WCT-enabled con- 
sumer products. 




"You just put the phone on the desk, which 
I do anyway, make calls and receive calls, 
and don't bother with connecting and dis- 
connecting the phone." 



Menno Treffers 

chairman, Wireless Power Consortium 
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Smartphone Tips 

Good Productivity Advice 



TURN OFF AD TRACKING 

>- The Advertising Identifier fea- 
ture in iOS 6 enables advertisers to 
deliver targeted ads to your iPhone 
based on some of your iPhone usage 
data. Turning off the feature will 
not stop ad-supported apps from 
running ads, but it will block ad- 
vertisers from accessing your par- 
ticular usage data. To turn the 
feature off, tap Settings, General, 
About, and Advertising. Flip the 
Limit Ad Tracking toggle switch 
from On to Off and then exit the 
screen. Advertisers will still be able 
to use data they have collected up 
to the point at which you turn off 
the feature, so you may still receive 
targeted ads from those advertisers 
based on previously obtained data. 



DISABLE PUSH EMAIL FOR BETTER BATTERY LIFE 

>- Push email may be one of the most overrated technologies around; 
it also sucks the life out of batteries. Having your iPhone constantly waiting for 
mcoming messages can quickly deplete your battery. Turn the Push service off and 
set your iPhone to check for email at scheduled intervals instead. You can even set 
email to manual if you want the best battery performance. 

Tap Settings, Mail, Contacts, Calendars. Select Fetch New Data. In the Push 
section of the display, tap the button to the Off position. In the Fetch section of 
the display, tap the time period you would like to use: 15 minutes, 30 minutes, 
every hour, or manually. 



QUICKLY ENTER N0N-.COM DOMAINS 

>* When you enter a URL into your iOS Safari browser, there's a handy .com 
key on the keyboard that saves a little typing. With one tap, you can enter four 
characters at once, and quickly be taken to the web site you entered. It's too 
bad there isn't a key dedicated to other popular top-level domains, such as 
.edu or .org. In fact, however, there is an alternative; if you press and hold the 
.com key, it will produce a list of top-level domains you can enter instead. This 
tip works for the iPhone, iPad, and iPod touch. 
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BLACKBERRY 



You can control the services that are available when 
you're roaming, and either have your BlackBerry 
RE! El ^automatically or ask you what 

to do when you start roaming. 




CLEAR THE EVENT LOG 

> Almost every action you per- 
form on your BlackBerry is noted 
in the Event Log, and it can begin 
to occupy precious phone memory, 
so it's a good idea to clean it out 
occasionally. This operation is the 
same for both BlackBerry OS 5- and 
6-based devices. Just press the ALT 
key and type lglg. This will bring up 
the Event Log, which may look like 
a collection of unintelligible text en- 
tries. Press the Menu key, and then 
select Clear Log. 



Event Log (Warning) 



a System - JVM:INFOp=21f449fc,a= , 5.0.0.593 , ,o= , 
a UI - GS-D d2332b66 



|a UI - GS+Q2 d2332b66netrim.device.apps. inter 


View 


netrim.device.apps.inter 


Capture It 


Clear Log 


1761 


Refresh 


>01 


Options 




Copy Day's Contents 




Switch Application 




Close 


com.bellshare.berrypop 



Cleaning up your BlackBerry can 
improve its response time. 



CONTROL ROAMING COSTS 

>■ Roaming, the ability of a phone to stay connected even when you're outside of 
the service area offered by your mobile provider, is a handy option but it can also 
be an expensive one. In many cases, roaming can incur additional costs, especially 
if you use data services when you're outside of your carrier's coverage area. 

You can control the services that are available when you're roaming, and 
either have your BlackBerry turn data services off automatically or ask you 
what to do when you start roaming. 

From your BlackBerry 's Home screen, select Manage Connections. Select 
Networks And Connections, and then select Mobile Network. In the While 
Roaming field, turn data services on or off. If you want your phone to ask you 
what to do when you start roaming, select the Prompt option in the While 
Roaming field. Press the Menu key, and select Close to save your settings. 

CLOSE BACKGROUND APPS 

>■ To free up a few CPU cycles on a BlackBerry OS 6-based device, just press 
and hold the Menu button to display a list of recently opened applications, 
select an application you want to close, press the Menu button, and then 
select Close to fully exit the application. To access this list on a BlackBerry 
OS 5-based device, just press the Menu button twice in quick succession. 
Perform the same steps to close the applications. 

SIGNAL STRENGTH BY THE NUMBERS 

>■ How many bars? That's often the first thing on a smartphone user's mind when 
they turn on their phones. We find most phones to be too minimalist. Having 
a mere 5 bars to display signal strength that ranges from "fuhgeddaboudit" to 
"good grief, I must be sitting on top of the tower" just doesn't work for us. 

The folks at Research In Motion have a not-so-secret option that lets their 
engineers see signal strength in numeric fashion when they're troubleshooting 
a phone issue. You can use this trick, too. Simply grab your phone, hold down 
the ALT key, and type N MLL. The signal strength bars will be replaced with a 
number ranging from to 100. 

If you want to return to the bar display, simply repeat the process: hold down 
the ALT key and type NMLL. 
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ANDROID 



ENABLE NOTIFICATIONS 
FOR NEW MESSAGES 

> By default, the Gmail app only displays 
a notification for each new email thread, 
but new messages in each thread don't get 
a notification. For those who watch their 
email like a hawk, leaving this setting at 
the default is like putting blinders on. To 
fix this oversight, open the app tray, tap 
the Gmail icon, press the Menu key, tap 
Settings, select an account, scroll to and 
select Labels To Notify, then tap Inbox. 
On the Notifications For Inbox window, 
Uncheck the Notify Once setting. Tap OK, 
and then press the Escape key until you're 
back at the Home screen. Now you just 
have to make sure you keep up with the 
influx of notifications. 

M BUma 9:53AM 
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ADJUST YOUR PHONE LOCK WAIT TIME 

> Once you set up Android's built-in locking system, you must enter a 
password, PIN, or pattern to gain access to your phone. This is a great 
security feature, especially for absent-minded mobile individuals who 
occasionally lose track of their phone. But it can also be a nuisance, es- 
pecially if you use your phone often. Being required to enter a passcode 
every time you want to use your phone can quickly get old. 

Some Android phones offer the option to set a timeout period 
that must elapse before the phone lock feature kicks in. This can 
be an acceptable compromise between locking right away and 
not locking at all. To set the phone lock timeout, go to Settings, 
Security, Lock Phone. If your phone has this feature, you will see 
an option for setting the lockout time period. Select a time period 
that will let you use the phone freely, but will lock the phone before 
someone can pick it up and use it should you accidentally leave it 
behind. Try 5 minutes to start, and then adjust the time if that's too 
short or too long. 



DISABLE ADOBE FLASH 

> One of the easiest things you can do to increase battery run time is 
to change the Flash settings on your phone. Most Android phones have 
Flash turned on by default, to allow the Web browser to display all of 
the Flash-based images and services you'll encounter on the Web. The 
drawback is that Flash is power-hungry. 

A better approach is to set Flash to only be active when you wish to 
see Flash content. Open the browser on your phone and tap the Menu 
key. Select Settings, Enable Plug-ins. Set Flash to On-Demand. 

When you want to see Flash-based content on a Web page, 
simply tap the appropriate area of the page and the Flash content 
will load for you. 



One of the easiest things you can do to increase battery run 
time is to change the BEISilSffffiBl on your phone. 



^^^^^^^^ 
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WHERE'S MY PHONE? 

> Go to Start, Settings, Find My Phone. 
Select the option to Save My Location. 
With the Find My Phone option en- 
abled, you can use GPS tracking or the 
special ringtone to find your phone. 
First, though, download the Windows 
Phone 7 recovery tools, which are avail- 
able at www.windowsphone.com . Sign 
in with the same Windows Live ID 
you used when you configured your 
Windows 7 phone. In the Web page 
that opens, select My Phone and click 
Find My Phone. If this is your first time 
using Find My Phone, the website will 
walk you through a few instructions 
to set up the system. Otherwise, your 
phone will appear on the map that dis- 
plays. If you wish to ring your phone, 
select Ring from the list of options. 
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1NDCWS PHONE HELP 



WINDOWS LIVE CONTACTS 



$zuns> 



Windows Phone 7 has a feature that helps 
you find your phone, whether it's buried 
under a couch cushion or on your desk at 
work. Set up this feature right away, before 
your phone goes missing. 



QUICKLY ENTER N0N-.COM DOMAINS 

> When you enter a URL into your iOS Safari browser, there's a handy .com 
key on the keyboard that saves a little typing. With one tap, you can enter 
four characters at once, and quickly be taken to the web site you entered. It's 
too bad there isn't a key dedicated to other popular top-level domains, such 
as .edu or .org. In fact, however, there is an alternative; if you press and hold 
the .com key, it will produce a list of top-level domains you can enter in- 
stead. This tip works for the iPhone, iPad, and iPod touch. If you were never 
very good at playing "Where's Waldo?," then you probably won't have 
much better luck finding your Windows Phone 7 smartphone if you misplace 
it. Fortunately, Microsoft includes an easy-to-use service to help you discover 
where your phone is hiding out. 

You actually have two choices for finding your phone. If the phone is lost 
in your house or office, you can generate a special ringtone to help lead you 
to its hiding place. If you're not sure the phone is actually nearby, you can 
have Bing Maps display its location. 

Before you can use these features, however, you need to enable them 
on your phone. You need to do this before you lose your phone, so don't 
put it off until later. Go to Start, Settings, Find My Phone. Select the op- 
tion to Save My Location. With the Find My Phone option enabled, you 
can use the GPS tracking system or the special ringtone to find 
your phone. 

There's one more thing you need to do first, though: download 
the Windows Phone 7 recovery tools, which are available at www. 
windowsphone.com. Sign in with the same Windows Live ID you 
used when you configured your Windows 7 phone. In the Web 
page that opens, select My Phone, and then click the Find My 
Phone link. 

If this is your first time using the Find My Phone feature, the web- 
site will walk you through a few instructions to set up the system. 
Otherwise, your phone will appear on the map that displays. 

If you wish to ring your phone, select Ring from the list of options. 

RESIZE LIVE TILES 

> With Windows Phone 8, as with the previous Windows Phone 
7 Mango update, you get Microsoft's Live Tiles, which are custom- 
izable. Windows Phone 8 now gives you three sizing options for 
each tile. All you have to do is press a tile and hold it for a moment. 
From here, you will have two options; you can either resize the tile or unpin 
it from the home screen. Also, similar as in iOS and Android, you can reposi- 
tion tiles in whatever configuration you prefer. And perhaps the most inter- 
esting feature of resizable tiles is that the rest of the tiles on the Home screen 
will automatically expand or contract based on the changes you make to fill 
the screen properly. 
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Top Smartphone Apps 

Choosing an app that fits your needs can be an overwhelming task as the number of available apps increases daily. 
We browsed a variety of websites and selected some of the best applications for business, finance, productivity, and 
travel. In the pages that follow, we highlight a mix of those that are new or recently updated. 






AIR SHOW HD 

> iOS | Free | 9.6MB 

For Apple TV owners, Air Show 
HD (Rel. Oct. 26, 2012) from 
Splitmo enables displaying photos 
on an HDTV with zoom, crop, and 
caption abilities. The app also lets 
you create slideshows automati- 
cally and provides full Retina sup- 
port with the iPhone 4/ 4S/5 and 
new iPad. Devices with AirPlay 
mirroring support can display 
photos wirelessly, while older de- 
vices will need a physical connec- 
tion to an HDTV via HDMI cable. 
This version includes Facebook 
posting support. 



ANY.DO 

> iOS | Free | 9.6MB 

Any.DO (Rel. Nov. 5, 2012) is 
a highly praised app that has 
a simple but effective interface 
that lets users set reminders for 
various items they need to get 
done. In addition to cloud-syncing 
abilities with other devices, the 
app includes support for speech 
recognition entries. Other features 
include time and location-based 
reminders; the ability to add notes 
to reminders, set repeating tasks, 
and access a calendar view; and 
swipe and gesture support for de- 
leting tasks. 



CLEAR 

> iOS | $1.99 | 4.9MB 

Realmac Software's Clear (Rel. 
Nov. 7, 2012) is a list-making 
app with cloud-storage sup- 
port that has received consider- 
able positive attention for its 
simple and intuitive interface. 
Creating a list item, for example, 
is as easy as pulling your finger 
down the screen. Other gestures 
include swipes to complete an 
item, pinches to navigate, and 
edge swipes to add items to 
an individual list. This version 
adds iCloud support, as well as 
pasting text as lists. 




CONJURE 

> Android | $1.99 | 308KB 

Conjure (Rel. Nov. 19, 2012) from Jesse Andersen claims to be the fastest 
and smartest launcher for Android. The app lets users perform such tasks as 
opening apps, making calls, toggling Wi-Fi, creating calendar events, and more. 
Support is included to find contacts and apps by name, enabling text-to-speech 
abilities, searching the Web, prioritizing results by usage frequency, and ac- 
cessing an optional system tray notification for easy launching of tasks. 
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FRESHBOOKS 
CLOUD ACCOUNTING 

> iOS | Free | 9.9MB 

2ndSite , s FreshBooks (Rel. Nov. 8, 
2012) is a cloud-based accounting 
app that lets you record expenses, in- 
cluding via a mobile device's camera. 
The app supports attaching expenses 
to invoices, inviting other users to 
log hours for projects, and accessing 
calendar and timesheet views. Other 
features include backing up data via 
256-bit encryption, 20 streamlined 
reports used for organization abilities, 
a Balance Sheet tool, and support to 
integrate an account with the app's 
70-plus cloud partners. 



LANGUAGES 

> iOS | 99 cents | 43.4MB 

Languages (Rel. Oct. 25, 2012) 
from Sonico is described as 
a " lightning-fast translation" 
tool that you can use offline. 
Usage-wise, you need only to 
type a few letters to instigate 
a translation. The app in- 
cludes 12 complete language 
dictionaries, an A-Z index, 
common phrases for various 
languages, search abilities, 
and a unified search feature 
that enables obtaining results 
from either language without 
switching modes. 



LEARNVEST 

> iOS | Free | 24.5MB 

LearnVest (Rel. Oct. 25, 2012) puts 
personal financing tools at users' fin- 
gertips, enabling them to track bud- 
gets, spending, and financial goals. 
Beyond organizing expenses on or 
offline, LearnVest supports adding 
cash purchases via an integrate geo- 
location tracker. Further, it provides 
current budgeting and spending tips 
and can automatically track and cat- 
egorize spending. Security includes 
a four-digit passcode, as well as a 
restriction that prevents anyone (in- 
cluding the user) from transferring or 
removing money from an account. 



PaciCc Gas 4 Elew. , $53 | 



PAGEONCE — MONEY & BILLS 

> iOS | Free | 23.1MB 

Pageonce (Rel. Nov. 8, 2012) lets users pay and track all their bills, as well as 
receive real-time alerts and reminders concerning due bills, overcharges, and 
suspicious transactions. The app also supports viewing bank, credit card, and 
investment information and adding unlimited accounts. The app claims to meet 
the toughest security requirements, including those established by such organi- 
zations as VeriSign and TRUSTe. 
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SQUARESPACE NOTE 

> iOS | Free | 9.3MB 

The Squarespace Note app (Rel. 
Nov. 2, 2012), which doesn't 
require a Squarespace account 
to use, works to "help anyone 
record their ideas on the fly/ 7 
Once a user records a note, he 
can send it via email, as well as 
sync it with various cloud-based 
organizational and social net- 
working tools. Essentially, when 
launched, the app provides a 
blank, unbranded canvas in 
which users can enter notes. 
Users can then save and view 
their notes from within the app. 



VIPPIE FOR IPHONE 

> iOS | Free | 16.2MB 

Vippie For iPhone (Rel. Sept. 
10, 2012) from VoipSwitch lets 
users make free phone, video 
and conference calls and send 
free text messages to other 
Vippie users. Users can call 
non-Vippie users for "less than 
a regular call" due to the app's 
use of VoIP technology. Users 
need a 3G, EDGE, Wi-Fi, or 
GPRS connection to place calls. 
The app also supports sending 
photos, video, and audio files 
during conversations and HD- 
quality audio and video calling. 



WRIKE— PROJECT 
MANAGEMENT 

> Android | Free | 3.4MB 

This app (Rel. Nov. 28, 2012) is aimed 
specifically at registered Wrike users, 
providing them various project-man- 
agement abilities via their Android 
devices. The app includes an Activity 
Stream feature that enables a user 
to track a project's progress. Other 
capabilities include comments and 
discussion; creating, delegating, and 
monitoring personal and team tasks; 
sharing tasks and projects; searching 
existing work items; pinpointing im- 
portant and overdue tasks; and 
receiving scheduling reminders. 



XERO 

> Android | Free | 999KB 

Xero Accounting's Xero (Rel. Oct. 2, 2012) aims to let users with a Xero account 
run their businesses from their Android device. Features include support for 
tracking finances; managing cash flow; checking bank and credit card balances 
and accounts; creating, approving, and sending invoices; uploading receipts by 
taking a photo; and submitting expense claims. The app integrates with various 
other apps and software and includes contacts, mapping, and note features. 
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Top Tablet Apps 

There is a seemingly endless supply of apps available for today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, productivity, and travel. You 11 find a mix of apps that are new or 
have been recently updated and apps that have stood the test of time and received high ratings from users. 





ANTENGO 

CLASSIFIEDS -TABLET 

> Android | Free | 1.3MB 

If you recently moved to a new city 
for a job transition, you are prob- 
ably experiencing the difficulty of 
adjusting to life, work, and play in 
unfamiliar surroundings. Antengo 
Classifieds (Rel. Oct 30, 2012) can 
help you feel connected to your 
community in no time, thanks to its 
peer-to-peer classifieds for mobile 
users. Whether you buy pre-owned 
furniture or make a personal sale, 
Antengo Classifieds is an alternative 
to Craigslist — instead you can browse 
by list, map, or photo view. Antengo 
Classifieds doesn't reveal your ad- 
dress or track you individually, but 
you can link up with a local buyer or 
seller via instant message. 



BTT REMOTE 

> iOS | $1.99 | 3.7MB 

Claiming the title 
"BetterTouchTool," the BTT 
Remote (Rel. Nov. 23, 2012) de- 
veloped by Andreas Hegenberg 
lets you remotely control your 
Mac computer. To use the app, 
youTl need to install the free 
BetterTouchTool software ( www 
.bttremote.com ) on your Mac. BTT 
Remote includes intuitive remote 
commands that give you a built-in 
trackpad function for mousing, 
scrolling, navigating, etc.; access to 
your Mac's installed apps; an inte- 
grated keyboard; and multimedia 
control. BTT also features a file 
launcher and browser, which let 
you locate and open Mac files and 
apps from your iPad. 



CONNECTMYRIDE 

> Android | Free | 548KB 

Ubicom has rolled out the beta 
version of an app that can track 
your business travel activity in 
the cloud. For ConnectMyRide 
(Rel. Nov. 22, 2012) to monitor 
your car all you need to do is 
install the app, accept the user 
agreement, and then tap Connect 
before you begin driving. You 
can register for an account within 
the app to gain reporting capabili- 
ties. Once the initial setup is done, 
you can count on ConnectMyRide 
to automatically track distance 
traveled, duration, fuel usage, 
CO2 emission, and travel ex- 
penses. A Dashboard feature 
gives you an overview of your 
past activities. 



Projects Project 1 
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DR0ID SCAN PRO PDF 

> Android | $4.49 | 878KB 

Practically anyone can snap a picture of a business card or receipt and back up 
the image someplace, but Trans-code Design's Droid Scan Pro PDF (Rel. Nov. 
5, 2012) image-capture capabilities transform your tablet into something a little 
more useful: a portable document scanner. What sets this app apart from similar 
PDF conversion apps is Droid Scan Pro PDF's ability to automatically identify the 
edges of a captured document and adjust the perspective, contrast, and exposure 
before creating a file (PDF or JPEG). Additionally, you can create high resolution, 
multipage documents with turbo capture and batching processing features. 
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IBANK FOR IPAD 

> iOS | $14.99 | 18.8MB 

IGG Software, LLC bills iBank For iPad 
(Rel. Oct. 23, 2012) as the "most com- 
prehensive iPad finance app ever/' and 
compares it to the other banking apps 
weVe seen, this is probably not an over- 
statement. The number of features the 
app offers is too voluminous to cover 
in one paragraph, but here are some 
highlights: you can interact with graphs 
and charts; receive account updates and 
transaction downloads via Direct Access 
service (requires a monthly subscription); 
update numerous accounts through 
thousands of supported banks and fi- 
nancial institutions, both in the U.S. and 
around the world; back up books using 
iTunes document manager; maintain su- 
pervision over all investments; and sync 
with iBank for Mac. 




IB00KS3 

> iOS | Free | 41MB 

Of course iBooks is not a brand new 
app for Apple mobile users, but the 
3.0 version (for iOS 5 and higher; 
Rel. Nov. 14, 2012) adds some help- 
ful enhancements. The updated 
iBooks app will sync with iCloud, 
so whenever you download a new 
book from iTunes onto your iPad, 
the book will be available for down- 
load in iBooks on your iPhone and 
iPod touch. If you want to share a 
portion of text from a book (only on 
iOS 6), you can simply highlight the 
passage, tap the Share option, and 
choose email, Facebook, or Twitter. 
You also have the option to scroll 
through a book vertically instead 
of turning digital pages in the land- 
scape format. 




I EXIT INTERSTATE 
EXIT GUIDE 

> iOS | $0.99 | 21.1MB 

iExit Interstate Exit Guide (Rel. 
Nov. 20, 2012) from Metrocket, 
LLC is the map app that's 
truly useful for road warriors. 
Some map apps provide great 
3D functionality but can't do 
what iExit can: provide real- 
time info about upcoming 
interstate exits. iExit can de- 
termine where you are and 
where you're driving, and then 
supply the next exit's fuel, 
lodging, food, and rest area 
options. It's easy to view data 
in a list or map interface, set 
background alerts, and edit cat- 
egories to see only the options 
you want to see. 



TextMaker Mobile 

lets you create documents in al) languages of this planet. 



OFFICE 2012: TEXTMAKER MOBILE 

> Android | $9.99 | 8.4MB 

Mobile word processing apps don't always meet hopeful expectations, but the 
Office 2012: TextMaker Mobile (Rel. Oct. 21, 2012) app from SoftMaker Software 
GmbH has enough capabilities and Microsoft Word-compatible features to 
prove itself worth the money. Users can open files, edit tracked changes, add 
comments, save, export (PDFs only), and email files with TextMaker Mobile. 
Other nuances that take this app to the next level include the ability to insert pic- 
tures, adjust text formatting, apply paragraph styles, create bulleted/ numbered 
lists, and apply undo or redo commands. 
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PINTEREST 

> iOS | Free | 23.4MB 

Whether you've found inspira- 
tion with Pinterest, or shared 
your own pins and boards with 
others, the mobile app (Rel. Nov. 
20, 2012) lets you do that from 
anywhere. Taking things to an- 
other level, the Pinterest team 
recently announced Pinterest For 
Business to help brands, small 
businesses, nonprofits organiza- 
tions, publications, and the like 
expand their reach. For those 
unfamiliar with the possibili- 
ties afforded to businesses using 
Pinterest, read the case studies 
at business.pinterest.com to learn 
how to tell a visual story, build a 
community of pinners, and send 
traffic to your website. 




ROCKMELT 

> iOS | Free | 8.4MB 

Rockmelt (Rel. Nov. 30, 2012) is a 
news aggregator with a visually 
rich interface. Scroll through and 
tap different tiles to open the full 
story in a new reading pane. To 
return to the multi-story news 
feed, tap the "R" in the upper-left 
corner. Swipe a tile to the right 
and Rockmelt holds the story in 
your sidebar for later reading. 
When you're reading a story 
from one particular news source 
and you only want to view more 
from that same publication, tap 
its icon on the tile and Rockmelt 
will filter the feed. You can also 
watch videos that appear in your 
stream by tapping the play button 
on the tile. 



TRIPIT 

> Android | $3.99 | 3.2MB 

If you travel often, you know the 
challenges that can arise when 
managing reservations, confir- 
mations, and various other trip 
details. The Triplt (Rel. Oct. 26, 
2012) app keeps all your travel 
information organized in one 
spot so you can access it from 
anywhere. You can access and 
edit your itineraries manually, 
sync plans with your calendar, 
and share travel plans with your 
family or colleagues so they 
know where you are heading 
next. Triplt also features a map- 
based search that helps you 
locate local points of interest 
that you can add to your trip 
itinerary. 
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KASPERSKY TABLET SECURITY 

> Android | $19.95 | 4.5M 

It's reassuring to know you have tablet security software working 
in the background, especially when it's an app that provides real- 
time protection against cyber-threats, loss, and tablet thieves. 
Kaspersky Tablet Security's (Rel. Sept. 19, 2012) cloud-based app- 
solution from Kaspersky Lab gives you the tools, such as Mugshot 
(take a picture of unauthorized user), Find (locate your tablet via 
GPS), Block (remotely lock the device), and Data Wipe (delete 
sensitive information), to defend your data and tablet. 
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Too Many Passwords? 

Simplify & Secure Your Digital Life 

In the past couple of years, at- 
tacks on Gawker.com and Linkedln 
resulted in hackers gaining access to 
millions of passwords. The incidents 
have heightened awareness for the 
importance of using strong pass- 
words, as these and other websites 
have advised users to change their 
passwords to something different (at 
least) or something difficult-to-guess 
and even potentially unique (even 
better). So you may be wondering: 
What separates a good password 
from a bad one? And how, if you 
heed the warnings about not using 
the same password for multiple web- 
sites, do you keep track of all the 
passwords you create? 

BEST PRACTICES 

A password shouldn't be a simple 
word, because hackers typically have 
software that can attempt up to thou- 
sands of dictionary combinations. 



And because some websites require a The longer the string, the harder the 
number in the password, the automatic password will be to crack. The down- 
hacking tools typically add a single side is that the random assortment of 
digit behind the common words and characters isn't easy to remember, so 
phrases. Thus, a pass- a long set of mixed 

word such as "home5" characters isn't really 

isn't any more secure rr-.i -i , practical. Fortunately, 

than "home." Other there are a few easy 

unwise choices in- paSSWOrd WOUld tips for creating com- 
clude passwords that ^ random plex passwords that 

involve personal infor- . . are memorable. One 

mation that a hacker common method is 

or someone with per- of uppercase and to use the first letters 

sonal knowledge of lowercase letters °^ a ^ avor ^ e phr ase or 

you could have access j lyric. For instance, "I 

to. For example, a last anC * nu mberS. pledge allegiance to 

name, a partner's first the flag of the United 

name, a child's name, States of America, and 

or a number combination that involves to the Republic for which it stands" 
the birthday of yourself or a loved one is could become Ipa2tFotUSAattRfwis. In 
not advisable. this example, we mixed the uppercase 

The best password would be a and lowercase letters by capitalizing the 
random combination of uppercase letter for Republic. The key is that the 
and lowercase letters and numbers. phrase be easily remembered and that it 
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fit within the prescribed password size 
and requirements. 

WHY YOU SHOULDN'T REPEAT 
PASSWORDS 

Another issue that often comes 
to light following major website at- 
tacks is that many users choose to 
use the identical password for mul- 
tiple sites. We know that it's tough 
to remember all the different pass- 
words, or even which passwords 
correlate with a given Web service. 
And storing the passwords some- 
where — whether on a sticky note 
or a spreadsheet on your PC — isn't 
advisable because anyone who has 
access to your computer could also 
make off with your passwords. 

To protect yourself, you could keep 
a list of your usernames and passwords 
in an encrypted file on your PC or 
smartphone. However, if your com- 
puter crashes or you lose your phone, 
you risk losing that list. In which case, 
your only remedy would be to contact 
an administrator of each Web service to 
retrieve your passwords. Some people 
have turned to password manager tools 
to keep track of their many usernames 
and passwords for sites. 

PASSWORD MANAGERS 

When using a password man- 
ager, you only have one master 
password to remember, and it 
becomes your key to unlocking 
the credential storing software. 
Password manager utilities are 
available in standalone (offline) 
and Web utility (online) options. 
Although password manager fea- 
tures vary, the programs typically 
work the same. You need to first 
create an account, which you secure 
behind a master password, and 
then you save all your usernames 



and passwords into the program. 
The software encrypts your data, 
so only individuals with the master 
password can access the files. 

After you add a username and 
password for a specific website, the 
manager program will automatically 
enter your secure login information 
when you access that site. Not only 
does this method reduce the burden 
of remembering the credentials, 
but it also is a deterrent to hackers 
who may use keyloggers to monitor 
the keys you press in the hopes of 
gaining knowledge about your user- 
names and passwords. 

Password manager programs are 
also beneficial because the one-click 
logon will save you time when log- 
ging in to websites. Another plus 
is that many of these programs 
support a variety of popular Web 
browsers, including Microsoft 
Internet Explorer, Mozilla Firefox, 
and Google Chrome. 



KEY PASSWORD MANAGER 
FEATURES 

Some password managers feature 
random password generators that are 
ideal for creating highly secure pass- 
words. Once the program generates 
a password, it saves the password 
and links it to the website and user- 
name you prefer so you never need 
to remember the complex sequence. 
Another popular feature is automatic 
form fill, where the password manager 
enters your saved personal information 
(such as name, address, phone number, 
or credit card number) into Web forms. 
Similar to the automatic password fill- 
in, automatic form fill can deter keylog- 
gers from stealing your personal 
identity. 

Mobile device users can also 
download password manage- 



ment apps. Some apps work in con- 
junction with an online service, but in 
general such apps will at least provide 
a PIN- or password-protected space on 
your smartphone or tablet for securely 
storing passwords and other vital infor- 
mation. 

THE CONS OF PASSWORD 
MANAGERS 

Because you probably won't be physi- 
cally typing in passwords very often, it's 
much easier to forget your usernames 
and passwords. And if you need to get 
into your accounts from several com- 
puters, it may take extra time to do so 
through an online password manager 
utility. You may also run into issues if 
you use an offline password manager 
and need to access your passwords on 
a different PC, such as one at a hotel or 
at work. 



» Just Encrypt It 

If you decide to create a 
password list and encrypt it 
on a hard drive or portable 
USB drive, whatever you lose 
in having to jump through a 
few hoops, you gain in the 
ability to encrypt and store all 
kinds of files. TrueCrypt ( www 
.truecrypt.org ) offers free, 
open-source encryption soft- 
ware (donation requested) that 
you can use for passwords 
or anything else you want to 
keep safe. Simply download 
the software, create a secure 
container on the drive of your 
choice, encrypt it with a strong 
password, and you're all set. 



To protect yourself, you could keep a list 

of your usernames and passwords 

in an encrypted file on your PC or smartphone. 




TrueCrypt Volume Creation Wizard 

f* Create an encrypted file container 

henperienced users, 
More information 
C Encrypt a non-system partition/drive 



f ' Encrypt the system partition or entire system drive 

Encrypts the :■ 7- . e .— e-e .'. :: s s .- ; sc. - : e 
who wants :z- - f ::sss . :-e re s. s;e-- -eec e~c * ~i 
files , etc, , wil need to enter the correct password each time 
:z-'zz- ":: :::::: ~z:.'z z-z-z- :.ez- ■= ■" zze^' z- . 
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LENOVO IDEACENTRE Q190 

> Small but full of spunk. That pretty 
much sums up Lenovo's ( www.lenovo 
.com ) upcoming IdeaCentre Q190 set 
for a January launch. Billed as the 
" world's smallest full-function desktop 
PC," the enticingly priced ($349) Q190 
measures just 0.86 inches wide but 
offers options for Windows 8, 1TB 
storage, and 8GB memory. Add in 
full HD graphics, up to 7.1 surround 
sound, and an optional 3D Blu-ray 
Disc drive and you have, as Lenovo 
puts it, the ability to turn any display 
in your house into an entertainment 
hub. For execs eying the Q190 for 
office use, consider pairing it with 
Lenovo's optional L12723s, hailed as 
the " world's first edgeless and thinnest 
27-inch IPS monitor/ 7 
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SOLO SENTINEL 16" MESSENGER 

> Among the raft of laptop, tablet, ereader, and 
other cases from Solo ( solo.net ) is the Sentinel 16" 
Messenger ($49.99; model RMR502), a polyester- 
based bag that is part of the company's Solo Exclu- 
sives Collection. Weighing 2.78 pounds, the bag 
sports a zipped-down organization section that 
grants access to a bevy of internal storage units. 
In addition to a padded pocket that provides pro- 
tection for a 16-inch-sized notebook, the bag in- 
cludes an inside pocket to hold a tablet or ereader, 
a cord manager to organize cables, a pocket to 
store files, a removable and adjustable shoulder 
strap, a speed-buckle closure, and a "Rear Ride 
Along" strap for consolidated travel purposes. 

CANON POWERSHOT SX50 HS 

>■ Where still digital cameras are concerned, no 
model has ever reached the 50X optical zoom 
lens mark — until now. With its new PowerShot 
SX50 HS ($479.99), Canon ( www.canon.com ) has 
revealed the world's first 50X optical zoom 
ability in a digital camera, enabling users to 
capture images ranging between 24mm and 
1200mm (35mm equivalent). Elsewhere, the 
SX50 HS includes Zoom Framing Assist Seek 
and Lock functions that let shooters quickly 
zoom out on a photo's subject to reframe in a 
hurry. The included Canon HS System, mean- 
while, combines a 12. IMP high-sensitivity 
CMOS sensor and DIGIC 5 Image Processor 
to help capture low-light images at ISO speeds 
up to 6400. 




ACER ICONIA W7 SERIES TABLET 

>■ Upon first appearances, Acer's Iconia W7 
($799.99; us.acer.com ) looks to be a tablet. Inspect 
it a little closer, though, and you'll discover the 
"tablet PC" has the goods to deliver desktop PC- 
type performance, including running multiple 
applications simultaneously and performing 
content-creation duties. Further, the W7 is fast, 
booting up in just six seconds, resuming activity 
in 1.5, and accessing the Internet in 2.5. The 
W7's cradle, meanwhile, enables easily prop- 
ping the tablet up to view its 11.6-inch display 
(1,920 x 1,080; 10-point touch control) in portrait 
and landscape modes with a 178-degree wide 
viewing angle. Connectivity- wise, HDMI and 
USB 3.0 ports are included, and personal cloud 
storage is available via AcerCloud. 
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It's almost inevitable: Someday you 
will face a notebook failure. But take 
heart. Although it can be difficult to 
pinpoint the cause of a failure, there 
are many common solutions that often 
yield positive results. So the next time 
your notebook experiences a serious 
error, remember these tips. 

> BLUE SCREEN 

The oftentimes cryptic message on a 
Windows stop error, aka BSOD (blue 
screen of death), can make it diffi- 
cult to determine the origin of the 
problem. But the BSOD is actually 
the result of a Windows safeguard, 
so you can consider it better news 
than when your computer suddenly 



shuts down completely for no ob- 
vious reason. 

When Windows detects a serious 
problem, it will stop whatever it is 
doing (including whatever programs 
are running) to protect itself and 
your computer from further damage. 
The visible result is the blue screen. 
Windows typically displays a stop 
error when there is a hardware issue 
or conflict with device drivers. 

Restart the notebook. Restarting 
your notebook will often solve the issue. 
However, if a BSOD appears repeatedly, 
write down the entire error message. 
Note as much information as possible, 
particularly the stop error number itself 
(for example, "STOP: 0x0000007E"). You 



can pass this information along to IT 
when you return to the office, or you can 
use it yourself to identify the problem 
using Microsoft's Help And Support 
website ( support.microsoft.com ). 

> SPONTANEOUS REBOOT 
OR SHUTDOWN 

Your notebook may, without warning, 
spontaneously reboot or shut down 
completely. Although there could be 
numerous issues causing this, there are 
three common possibilities. 

Check for hardware incompatibil- 
ity. If you or your IT staff recently up- 
graded the notebook's hardware, one 
or more components may be incompat- 
ible, causing the system to shut down 
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Restarting your computer 
solves many common er- 
rors. 

A BSOD doesn't always 
mean something terrible 
has happened. Try re- 
starting. 

Search for a stop error on 
Microsoft's Help And 
Support website. Often 
there is an easy fix. 

Keep vents clear. They pro- 
vide airflow for the internal 
fans and components and 
prevent overheating. 

Scan for malware to ensure 
malicious software isn't the 
cause of your problems. 

Open the Task Manager 
and track down pro- 
grams that are unrespon- 
sive or running in the 
background. 

If your notebook is frozen, 
try performing a cold shut- 
down. 

Windows' System Restore 
lets you restore your note- 
book's software to an ear- 
lier state when things ran 
smoothly. 

If you're using an older 
notebook, defragment the 
hard drive so the system 
doesn't get overtaxed. 

Update your operating 
system and other software 
regularly to prevent fu- 
ture problems. 



to avoid damage. To solve this, you can 
try removing or replacing a newly in- 
stalled component to find out whether 
the shutdown still occurs. 

Remove airflow restrictions. If you 
do this and find a component isn't the 
cause, or if you are fairly certain the 
failure is not hardware-related, check 
that the air intake fans are not impeded. 
Blocked fans decrease the amount of 
cool airflow into your notebook. If the 
computer gets too hot, it will shut down 
as a precautionary measure. 

Scan for malware. Automatic reboots 
or shutdowns can also be the result of 
a virus. If you have antivirus software 
installed on your notebook, make sure it 
is up-to-date and then run a full scan of 
the hard drive. If you don't have an an- 
tivirus program installed, you can search 
the Web for a highly rated free one. 

> FROZEN NOTEBOOK 

You're undoubtedly familiar with this 
scenario: Things are going fine with 
your notebook when suddenly you 
can't switch between multiple applica- 
tions, a program hangs when you try 
to open it, and the mouse and keyboard 
may not respond. Freezes such as this 
are often the result of memory over- 
load. The memory in your computer 
has a certain capacity, and if there are 
too many processes running simultane- 
ously, your notebook may freeze be- 
cause it can't keep up. 

Freezes can also occur when a graph- 
ics processor can't keep up with in- 
tensive tasks. Even video streaming 
and online games have been known 
to overwhelm a notebook's graphics 
processing capabilities, especially if the 
computer isn't designed for intensive 
graphics processing with a separate 
processor dedicated to that purpose. 
Malware can also cause freezes. 

Shut down a problematic program. 
If the keyboard or mouse is responsive, 
start troubleshooting by pressing CTRL- 
ALT-DELETE. Enter the Task Manager 
and end the program you believe may 
have caused the freeze. Look for a pro- 
gram labeled "Not Responding" as a 
possible culprit. In many cases the last 



program you attempted to open will 
have caused the problem. In any event, 
only stop programs (not individual pro- 
cesses) unless you understand the con- 
sequences. Stopping the problematic 
application will often solve the problem. 

Perform a hard shutdown. If the key- 
board or mouse is not responsive, or if 
it is not possible to stop a problematic 
program from running, perform a hard 
(aka cold) shutdown. Hold down the 
power button for a few seconds until 
your notebook turns off. When you start 
up the notebook again, chances are that 
everything will run smoothly. 

Make sure software is up-to-date. If 
your notebook freezes every time you 
open a specific program, then check 
that you have installed all updates or 
patches that the program might need. 
Also, opening an older version of a pro- 
gram can cause your notebook to freeze 
because it may be incompatible with 
other programs or your OS. 

>- INABILITY TO SHUT DOWN 

The inability to turn off your note- 
book is often caused by a software 
error rather than a hardware issue. A 
program may be unable to close, and 
because it continues to run, Windows 
can't close down properly. Software (in- 
cluding OS) updates have been known 
to cause shutdown problems, as well. 

Update or repair the software. Open 
the Task Manager and shut down un- 
responsive programs or any programs 
that are running in the background. 
Then, one at a time, open whatever 
programs you shut down and make 
sure there are no updates available. Also 
make sure that there are no updates 
available for your Windows OS by vis- 
iting wi ndowsupdate.m icrosoft.com . 

Use the System Restore feature. 
To restore your computer's software 
to a previous state in which every- 
thing was working, use the System 
Restore features. In Windows 7, click 
Start (the Windows button in the bot- 
tom left of the screen), type system 
restore, and follow the on-screen 
prompts to select a restore point from 
an earlier date. 
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PowerPoint 

IN A PINCH 



Packing a punch during live pre- 
sentations is a great way to advance 
your career or grow your small 
business. However, if you are like 
many mobile professionals, you 
probably don't have a whole lot of 
time to experiment with the fea- 
tures in Microsoft Office Power- 
Point. Never fear. We explore a few 
tips and tricks that will help you 
get up to speed and fine-tune your 
PowerPoint skills. 

> GET A HANDLE ON 
POWERPOINT CONTROLS 

There are four main places within 
PowerPoint where you can access all 
of the program's controls: 



File menu - Located in the top-left 
corner of the PowerPoint window, 
the File menu provides easy ac- 
cess to Save, Save As, Open, Close, 
New, Recent, Print, and other op- 
tions. The File menu also includes 
an Options button, which lets you 
access and change PowerPoint 
settings to match your needs. 
Ribbon - Introduced in Office 2007 
and still in use across all Office 
products, the Ribbon is key to 
making all manner of changes to a 
PowerPoint presentation. Although 
the controls, which run across the 
top of the PowerPoint window, 
are collectively referred to as 'The 
Ribbon/' there are actually multiple 



Ribbons. Click any one of the tabs 
(Home, Insert, Design, Transitions, 
Animations, Slide Show, Review, 
View, or Add-Ins) to reveal more 
controls for that category. For 
any given category, click the 
small arrow in the bottom right 
corner of the section to access 
even more controls. 
Quick Access Toolbar - If there 
are features you use frequently, 
you can add them to the row of 
small icons at the very top left of 
the PowerPoint window. Click 
the down arrow to display the 
Customize Quick Access Toolbar 
menu and then make whatever 
changes you want. 
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Status Bar - The thin bar that 
runs along the bottom of the 
PowerPoint window displays 
information about the presenta- 
tion, such as the slide number 
that is in view. You can right- 
click the status bar and use the 
Customize Status Bar menu to 
adjust what you see. At the right 
end of the status bar, there are 
View options that let you adjust 
how your presentation appears 
while you edit slides. 

> START FROM SCRATCH 

When you are ready to create a 
brand new presentation, start by 
launching PowerPoint. The pro- 
gram will open with a single slide 
and spaces where you can click to 
add a title and a subtitle. This is a 
good time to choose how you want 
your presentation to look, so click 
Design and use the Design Ribbon 
to experiment with different styles. 
When you finish creating the first 
slide, click the New Slide button in 
the Home Ribbon to add another. 

> ADD A NEW SLIDE 

Whether you are starting a new 
PowerPoint presentation or modi- 
fying an existing one, the process 
for adding a new slide is the same. 
If you want your new slide to use 
the same design as the slide that 
came before it, simply click New 
Slide on the Home Ribbon. If you 
want to incorporate a different de- 
sign for your new slide, click the 
down arrow on the New Slide but- 
ton on the Home Ribbon, and then 
click to select the desired style. 

> CHANGE A SLIDE'S DESIGN 

If you are working with slides that 
were created previously, you can 
modify the design of any or all of 
the slides. To change the style of 
a PowerPoint slide that is in view, 
click the Design tab and select the 
design you want. If you want to 
change the style of multiple slides, 
press and hold the CTRL key while 



clicking to select all of the slides 
you want to change; now that all of 
the slides you want to change are 
highlighted, click the Design tab 
and select the design you want. If 
you ever apply a design and im- 
mediately decide you don't like it, 
click the Undo button on the Quick 
Access toolbar (or press CTRL-Z on 
your keyboard) to undo your most 
recent change. 

> CHANGE YOUR VIEW 

To quickly change your view, you 
can click the Normal, Slide Sorter, 
or Slide Show buttons on the lower- 
right side of the status bar. Power- 
Point also includes some shortcuts 
for changing the slide view. When 
using Slide Sorter mode, you can 
double-click a slide to quickly dis- 
play that slide in Normal view. 
And if you'd like to view your pre- 
sentation as a Slide Show, simply 
press F5; to end the slide show, 
press ESC. 

>- ZOOM IN & OUT 

You can magnify or shrink the dis- 
play of your slide in Normal view 
by clicking the Zoom In or Zoom 
Out buttons (indicated by the plus 
and minus signs, respectively) on 
the lower-right side of the status 
bar. Each mouse click decreases 
or increases the slide's display by 
10%. Alternatively, you can drag 
the Zoom slider to achieve the de- 
sired view. To redisplay the entire 
slide, click the Fit Slide To Current 
Window button next to the Zoom 
In button. 

>- SET SLIDE TRANSITIONS 

Transitions are the manner in 
which one slide follows another 
during a presentation. For ex- 
ample, one slide can fade into the 
next, or the slides can appear one 
after another without a special ef- 
fect; there are many options avail- 
able on the Transitions ribbon. You 
can preview slide transitions even 
while you're working with a slide 



in Normal view. This lets you see 
a transition style before deciding 
whether to apply it to your slide. 
Click any of the options on the 
Transitions ribbon and you will see 
how the transition will look. Click 
the None option to revert back to 
using no transitions. 

> ADD AN IMAGE, 
VIDEO, OR AUDIO 

If you would like to add an image, 
video, or audio file to your presen- 
tation, it often works best to save 
all of the files you want to add in a 
specific folder on your hard drive 
so you can access them easily. After 
you identify or create the slide to 
which you want to add the audio or 
visual element file, click the Insert 
tab, and then click what you want 
to add; options include Picture, 
Video, and Audio. 

> ADD A SHAPE, CHART, 
OR SOMETHING ELSE 

Using shapes and font effects can 
increase a presentation's visual ap- 
peal. After you identify or create 
the slide to which you want to add 
something new, click the Insert tab, 
and then click Clip Art (to launch 
a search box that helps you find 
available artwork), Shapes (to add 
a simple shape to which you can 
also add text), WordArt (to create 
text with a special font effect), or 
any of the other available options. 
Clicking Chart launches a spread- 
sheet window where you can insert 
figures and create a chart. 

> ADD A TEXT 
BOX TO A SLIDE 

If you need to add text to a slide, 
click the Insert tab, click Text Box, 
and click the portion of the slide on 
which you want the text to appear. 
You can use the handles in the cor- 
ners of the text box to change its size 
and placement. To change the font 
size and style, highlight the text, 
click the Home tab, and use the op- 
tions in the Font group. 
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DEAD SMARTPHONE 



> SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting 
your computer. Beware that a soft 
reset will cause you to lose data 
that isn't saved, but you will retain 
information previously stored on 
your smartphone. 

Android. Most Android models 
use a simple power cycle to perform 
a soft reset. Just turn the phone off 
and then back on again. 

BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 



When the screen goes blank, release 
the keys. 

BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 
for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

iPhone 4S/5. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 



goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7/8 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't cor- 
rect the problem, try removing the bat- 
tery and replace it after 30 seconds. 

Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Options, 
then select Soft Reset. If it is locked or 
frozen, hold the power button and cycle 
the ringer button on and off three times. 
If that doesn't work, press and hold the 
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Orange, Sym, and R keys until the de- 
vice reboots. Turn the phone off, remove 
the battery for 10 seconds, reinstall the 
battery, and power the phone up. 

T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone doesn't restart, re- 
move the batteries for 30 seconds. 

All other smartphones. You can 
generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

> HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory set- 
tings, which means you will lose all data 
and installed applications. Before you 
perform a hard reset, remove the mem- 
ory card from your phone; that way you 
can recover data from the card later. 

Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, Fac- 
tory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific op- 
tions to perform a hard reset. 

BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 



three of the available checkboxes to 
perform a complete wipe and reset the 
device to factory condition. Type the 
word BlackBerry and click Wipe. 

Dell Venue. With the device 
turned off, press and hold the Vol- 
ume Up and Volume Down buttons. 
Without releasing the buttons, press 
and hold the Power button. When 
the device configuration screen ap- 
pears, release all buttons. Use the 
Volume Up or Down button to move 
to Factory Reset. Press the Camera 
button to select the Factory Reset op- 
tion and start the reset process. 

Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold the 
Volume Up-Down buttons and briefly 
press the Power key. When the screen 
displays instructions for resetting 
the device, release the Volume Up- 
Down buttons. 

► iPhone (all models). From the 
Home screen, tap Settings, General, 
Reset, and Reset All Settings. This re- 
sets all preferences but retains applica- 
tions and data. If that doesn't work, 
from the Home screen, tap Settings, 
General, Reset, Erase All Content And 
Settings. This will delete all data and 
applications and return the iPhone to 
factory conditions. 

Microsoft Windows Phone 7/8 (all 
models). Press Start and tap the right- 
facing arrow; flick left to access the App 
list in Windows Phone 8. Tap Settings, 
About, and Reset Your Phone. Tap Yes, 
and then tap Yes again. 

Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery mode. 
Next, press and hold the Volume 



Up-Camera key, select Wipe Data/Facto- 
ry Reset, and then select Reboot Phone. 

Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 
menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

Motorola Backflip. Power the phone 
off. Press and hold the Power and Cam- 
era buttons. When the phone turns 
on, release the Power button but con- 
tinue to hold the camera button until 
prompted to release it. Next, press the 
Volume Down button. After about 15 
seconds, a yellow triangle with an 
exclamation point will appear. With 
your phone closed, tap the bottom- 
right corner of the display and select 
Wipe Data /Factory Reset. Press OK and 
follow the on-screen instructions. 

Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the Vol- 
ume Up and Power buttons. When 
the Recovery Menu appears, use the 
Volume Down button to select Re- 
covery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is complete, 
power off the phone. Press and hold 
the Power /Lock- Volume Down keys 
for at least 15 seconds. The phone 
should turn back on and perform 
a factory reset. If the screen is frozen, or 
the phone doesn't turn back on, remove 
the battery, wait 30 seconds, then rein- 
stall the battery and try again. 
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IN A CRUNCH 



YOU APPRECIATE THE FACT THAT Excel 

is a power-packed program, but you 
are also a professional on the go, and, 
frankly, you don't have a lot of time to 
learn the finer points of the software. 
No sweat. Read on and we will give 
you some great ideas of how to kick 
up your Excel skills a notch without 
spending a lot of time doing so. 

> EXPLORE VARIOUS 
SCENARIOS 

One of the most powerful things 
you can do with Excel is play around 
with worksheet values to answer 
"what-if" questions. What if sales de- 
crease by 6% next year? What if the 
cost of goods sold increases by 3%? 



To calculate multiple outcomes such 
as these, you can use Excel's Scenario 
Manager. This tool enables you to 
specify which data cells you want to 
change and then quickly view the result 
in the worksheet. 

To use the Scenario Manager, se- 
lect the cells you want to include in 
the scenario and then choose Tools 
and Scenarios. In the Scenario Man- 
ager dialog box, click Add to display 
the Add Scenario dialog box. Type a 
name (such as Status Quo, Worst Case, 
or Best Case) in the Scenario Name 
text box and then specify which cells 
you want to change. Click OK and then 
enter a new value for each changing 
(variable) cell in the Scenario Values 



dialog box. Click OK, and the Scenario 
Manager dialog box will redisplay with 
the new scenario shown on the list. 
Complete the same steps for each 
scenario you want to create. Finally, 
to switch between the scenarios, click 
each one's name in the Scenario Man- 
ager dialog box and view the change 
directly on your worksheet. 

> SELECT CELLS BY DATA TYPE 

You can quickly locate all the cells in a 
worksheet that include a particular type 
of data, such as those that include com- 
ments or formulas. For example, if you 
want to identify cells in a selected range 
that contain formulas, press CTRL-[ 
(opening bracket); to find and select 
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all cells with comments, press CTRL- 
SHIFT-O. 

You can also highlight all the cells 
in a range that include objects, such 
as clip art, charts, or pictures. This 
helps you quickly identify all the 
items so that you can then apply ac- 
tions to them, such as resizing, moving, 
formatting, or grouping them. To 
select all of a worksheet's objects, 
click one item and then press CTRL- 
SHIFT-Spacebar. 

> FIND ANY TYPE OF DATA 

You've probably noticed that it 
doesn't take long for a business 
worksheet to quickly mushroom 
in size, making it almost impossible 
to find data by simply scrolling. 
This is especially true when you're 
working on a laptop with a rela- 
tively small screen. It's also an in- 
efficient way to find, let's say, one 
customer's name among several 
hundred. But help is at hand in the 
form of Excel's Find command. 

To use this command, first se- 
lect the range in which you want to 
look for the data (or select a single 
cell if you want Excel to search 
through the entire worksheet). 
Choose Edit and then Find or simply 
press CTRL-F to open the Find 
And Replace dialog box. Enter the 
text that you want to locate, and 
then click Find Next to highlight the 
next cell with your data; click Find 
All to display a list of cell references 
that contain the search text. 

By default, Find searches through 
cells with values, such as text or num- 
bers. But you can also locate informa- 
tion buried in worksheet comments, 
even if it is not displayed. To do this, 
click the Look In drop-down arrow in 
the Find And Replace dialog box and 
then choose Comments from the list. 

>- ADD COMMENTS 

You can easily add comments to an 
Excel worksheet, either for your own 
future reference or to share your ideas 
with others. Right-click in the cell 
where you want to place the comment 



and then choose Insert Comment. Type 
your notes in the comment box and 
then click outside of it. 

If necessary, you can edit the con- 
tents of a Comment by right-clicking 
the cell, selecting Edit Comment, and 
then modifying the text as you would 
in a word processor. You can also 
hide, show, or delete a comment by 
right-clicking the cell that contains 
the Comment and then choosing the 
appropriate command on the dis- 
played list. 

>- REPLACE DATA & FORMULAS 

In addition to helping you lo- 
cate data, Excel can help you rap- 
idly replace formulas, numbers, or 
text with other data. For example, 
you can update a name that ap- 
pears multiple times in a work- 
sheet. To do this, choose Edit and 
then Replace or press CTRL-H. In 
the Find And Replace dialog box, 
enter data in the Find What and 
Replace With fields. Click Find 
Next, decide if you want to replace 
the selected occurrence, and then 
choose Replace. (If you're feeling 
especially brave, you can instead 
choose Replace All without looking 
at each occurrence.) 

> CALCULATE 
VALUES ON THE FLY 

You can quickly calculate and dis- 
play information about a selected 
group of values on Excel's status 
bar, which is located at the bottom 
of each worksheet. To do this, select 
the cells you want to add and then 
view the total on the status bar. But 
don't stop there. You can also display 
a wealth of other information about 
a selection by right-clicking the status 
bar and then choosing functions 
such as AVERAGE, MIN (minimum), 
or MAX (maximum) on the pop- 
up menu. 

>- ESSENTIAL FUNCTIONS 

Following is a list of some of the most- 
used Excel functions and a brief expla- 
nation of their purposes. If you need 



more guidance using these functions, 
consult Excel's Help feature. 

SUM: Totals the values in a range. 
> AVERAGE: Averages the numbers 

in a range. 

MAX: Returns the maximum val- 
ue in a selected range or set of 
numbers. 

MIN: Returns the minimum val- 
ue in a selected range or set of 
numbers. 

DATE: Returns the serial number 
associated with a specifc date. 
This function is often used to cal- 
culate the number of days between 
two dates. 

COUNT: Returns the number of 
cells that contain data in a range. 
IF: Returns one value if a specific 
condition is "true," a different 
value if the condition is "false." 
Helps you create various "what- 
if" scenarios and logically evalua- 
tive data. 

ROUND: Rounds values to a spe- 
cific number of places. 

>- TAKE A SHORTCUT 

You're probably already familiar 
with many basic Excel keyboard short- 
cuts, especially when you take your 
laptop on the road and don't want to 
use the mouse. However, there are 
some little-known shortcuts that can 
help you work even more efficiently in 
selecting ranges and moving around 
a worksheet. 

For example, you can quickly se- 
lect an entire data region (a range of 
data cells bordered by empty cells) 
by holding down CTRL-SHIFT-* (as- 
terisk). Another way to select a data 
range is to place your cell pointer in 
the range and then press CTRL-A; 
press CTRL-A a second time to se- 
lect the entire worksheet. You can 
also press CTRL-Spacebar to select 
the column where your cell pointer 
is located. 

Another helpful keyboard shortcut 
is to press END followed by an Up, 
Down, Left, or Right arrow key to ef- 
ficiently move the cell pointer to the 
outermost edge of a data range. 
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